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Abstract— Steganography plays a major role in data
communication security. It focuses on hiding the fact that
communication is taking place by hiding information in
other information. The least significant bit (LSB) based
approach is a popular type of steganographic algorithms in
the spatial domain. The advantage of LSB is its simplicity
to embed the bits of the message directly into the LSB
plane of cover-image and many applications use this
method. Images are the most popular cover objects used
for Steganography. In this paper, we introduce a novel
secure algorithm for color image steganography using
least significant bits (LSBs). The security of our algorithm
comes from using a key (the stego key) which is an array
of 32 integers chosen randomly from Z24. The first pixel
position, where we start hiding process, is computed based
on this stego key.

Index Terms— information hiding, information security,
steganography, LSB image steganography.

I. INTRODUCTION

Steganography is the art and science of writing
hidden messages in such a way that no one apart
from the intended recipient knows of the existence
of the message [1]. In contrast to cryptography,
where the enemy is allowed to detect, intercept
and modify messages without being able to violate
certain security premises guaranteed by a cryptosys-
tem, the goal of steganography is to hide messages
inside other innocent messages in a way that does
not allow any enemy to even detect that there is a
second message present [2], [3], [4].

Among the methods of steganography, the most
common thing is to use images for steganography.
This is called image steganography. In this image
hiding method, the pixels of images are changed in
order to hide the secret data so as not to be visible to
users, and the changes applied in the image are not
tangible. The image used to camouflage the secret

data is called the cover-image while the cover-image
with the secret data embedded in it is called the
stego-image. Image steganographic techniques can
be divided into two groups [5]: the Spatial Domain
technique group, and the Transform Domain tech-
nique group. The Spatial domain technique embeds
information in the intensity of the pixels directly,
while the Transform domain technique embeds in-
formation in frequency domain of previously trans-
formed image. Our proposed algorithm presented in
this paper is a kind of the spatial domain techniques.

II. RELATED WORK

The Least Significant Bit (LSB) steganography is
one such technique in which least significant bit of a
pixel (or a sub-pixel, for colored images) is replaced
with data bit. In this method the least significant
bits of some or all of the bytes inside an image
is replaced with bits of the secret message. The
LSB embedding approach is the basis of many tech-
niques that hide messages within multimedia carrier
data. LSB embedding is one of the most important
steganographic techniques in use today [2].

Gandharba et al. in [6] proposed an approach to
RGB channel based steganography technique which
uses RSA algorithm for encryption and decryption.
In an RGB image, each pixel (24 bits) is having
R channel of 8 bits, G channel of 8 bits and B
channel of 8 bits. The image is divided into 8 blocks
and the cipher text is divided into 8 blocks. One
cipher block is allocated to be embedded in only
one image block by a user defined sub key. Out
of the three channels in each pixel of the image
one is used as the indicator channel. The indicator
channel for the different blocks is not the same. The
other two channels (called data channels) are used

1 http://sites.google.com/site/ijcsis/ 
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for hiding cipher text bits in 4 least significant bit
(LSB) locations. In a data channel 4 bits of cipher
text can be embedded if after embedding the change
in pixel value is less than or equal to 7. The two
LSBs of indicator will tell whether the cipher text is
embedded in only one data channel or in both data
channels, so that retrieving can be done accordingly
at the receiver. But pixel indicator techniques had
a drawback that they treated all Red, Green, Blue
components equally but in actual the contribution
of all Red, Green, Blue components is not same for
visual perception. So component based approaches
were introduced.

Gutub et al., [7] and [8] introduced Pixel Indi-
cator Techniques. They merged random pixel ma-
nipulation method and the stegokey to propose a
technique, which uses the least two significant bits
of one of the channels to indicate existence of data
in the other two channels. He further targets high
capacity in RGB image based steganography by
introducing the concept of storing variable number
of bits in each channel (R, G or B) of pixel based on
the actual color values of that pixel i.e. lower color
component stores higher number of bits. He also
proposed Triple-A concealment technique method
to hide digital data inside image-based medium.
The algorithm adds more randomization by using
two different seeds generated from a user-chosen
key in order to select the component(s) used to
hide the secret bits as well as the number of the
bits used inside the RGB image component. The
randomization adds more security especially if an
active encryption technique is used such as AES.
The capacity ratio is increased above SCC and pixel
indicator scheme. Triple-A has a capacity ratio of
14% and can be increased if more number of bit is
used inside the component(s).

Imran et al., in [9] proposed Component based
Steganography for Color images. They integrated
NPI, modified Least Significant Bits technique for
data embedding and uses the green component of
the image as it is less sensitive to human eye and
thus it is totally impossible for human eye to predict
whether the image is encrypted or not.

Chang et al, in [10] proposed a large payload data
embedding method for color images. The proposed
method modifies the blue value of the color pixel in
order to imply the secret data because the blue value
is an insensitive color to human eyes. Furthermore,
the number of secret bits that can be embedded into

a cover pixel is dynamic and can be applied to both
RGB and YUV color systems.

Roque et al, in [11] introduced a novel Steganog-
raphy algorithm based on the spatial domain: Se-
lected Least Significant Bits (SLSB). It works with
the least significant bits of one of the pixel color
components in the image and changes them ac-
cording to the messages bits to hide. The rest of
bits in the pixel color component selected are also
changed in order get the nearest color to the original
one in the scale of colors. This new method has
been compared with others that work in the spatial
domain and the great difference is the fact that the
LSBs bits of every pixel color component are not
used to embed the message, just those from pixel
color component selected.

Ker et al. in [12] introduced the LSB match-
ing scheme. LSB matching modifies the LSBs of
the cover image for data hiding, but it does not
simply replace the LSBs of the cover image as
LSB replacement does. On the other hand, if one
secret bit does not match the LSB of the cover
image, then another one will be randomly added
or subtracted from the cover pixel value. A revised
version of LSB matching is proposed in [13]
which greatly improve it by lowering the expected
number of modifications per pixel (ENMPP), from
0.5 to 0.375. Therefore, the histogram affected by
the scheme is less significant. In a generalization
of LSB matching (G-LSB-M), sum and difference
covering set of finite cyclic group were used to
further reduce ENMPP and providing better security
[14].

III. THE PROPOSED ALGORITHM

The proposed algorithm consists of two sub-
algorithms: the embedding algorithm and the ex-
tracting algorithm.

A. The Embedding Algorithm
In this section, we introduce the proposed em-

bedding algorithm (Algorithm 1). The first step in
embedding process is the stego-key generation step.
The stego-key is an array of 32 integers randomly
selected from Z24 = {0, 1, . . . , 23}. Then first pixel
position - where the embedding process starts -
is computed. The embedding of the secret mes-
sage is performed three characters from message
in eight pixels (24 sub-pixels) from cover at a

2 http://sites.google.com/site/ijcsis/ 
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time. The block of 24 bits (for the three characters)
is circularly right shifted by the amount of bits
corresponding the value of stego-key. Hence, the
order of bits in mblock is randomly changed from
one step (iteration) to the other (in one step, three
characters are embedded in eight pixels).

Stego-Key: The key is an array K[32] of
integers in the set {0, 1, . . . , 23}
which are generated randomly.

Input: The message to be hidden, the cover
image of m× n resolution, the hiding
key K[32].

Output: Stego image.
begin

sum← Σ31
i=0K[i];

row ← sumsum mod m;
column← sumsum mod n;
First pixel position ← (row, column);
j ← 0;
mblock[24] is a 24-bit message block;
str[3] is an array of three characters;
while !EOM do

/* EOM = End Of Message */
str ← read next three characters;
mblock ← convert str to binary;
RS-K[j](mblock);
/* RS-K[j] is a circular

right shift function by
K[j] bits */

replace the LSBs of the 24 sub-pixels
of the next eight pixels by the
corresponding bits in mblock;
j ← (j + 1) mod 32;

end
end
Algorithm 1: The Embedding Algorithms

B. The Extracting Algorithm
In this section, we introduce the extracting al-

gorithm (Algorithm 2). The stego-key used for
embedding is also used for extracting. Compute the
first pixel position - where the extraction process
starts - the same way as in the embedding algo-
rithm. Then extract the least significant bits from
24 sub-pixels of next eight pixels and circularly
shift them left by the amount of bits equals to
the corresponding stego-key value. Continue until

the complete embedded message is extracted. The
length of embedded message may be part of the
stego-key, hence, the stego-key is the 32-integers
array plus the length of the embedded message.

Input: The extraction key K[32] which is the
same as the hiding key and the
Stego-Image of m× n resolution.

Output: The hidden message.
begin

compute the first pixel position as in the
hiding algorithm;
j ← 0;
mblock[24] is a 24-bit message block;
str[3] is an array of three characters;
while not end of extracted message do

mblock ← read the 24 LSBs of the
next 24 sub-pixels in the next eight
pixels;
LS-K[j](mblock);
/* LS-K[j] is a circular

shift left by K[j] bits

*/
str ← convert mblock to three
characters;
j ← (j + 1) mod 32;

end
end
Algorithm 2: The Extraction Algorithm

IV. SECURITY ANALYSIS

Several steganographic algorithms have been pro-
posed for embedding data in digital images as cover
media.

The three most required evaluation criteria for
good steganographic techniques are Robustness, Im-
perceptibility and Capacity [3]. The cover image is
colored, and hence each pixel consists of three sub-
pixels which are red, green, and blue.

A. Robustness

The strength of our proposed algorithm depends
on the hiding key which is an array of 32 integers
in the set {0, 1, . . . , 23} which forms the first level
of security. The hiding key is randomly constructed.
Each element can be selected by 24 methods, and
hence the total number of possible keys (the key

3 http://sites.google.com/site/ijcsis/ 
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space) is 2432 ' 1.5×1044, hence a huge number of
possible keys. It is impractical for an attacker to ex-
haustively search this number of keys. A computer
that works at 106 extractions/µs takes 2.4 × 1024

years to exhaustively search a half of the number of
keys.

The first pixel position is random since it is
computed using random values. This is the second
level of security to our algorithm. The third level
of security is that, each block of 24 bits (three
characters) of the message is subjected to a transpo-
sition operation through circulating shift right by the
corresponding key element. This transposition adds
a complexity to steganalysis process. As a result,
our proposed algorithm is secure (and hence robust)
enough.

B. Imperceptibility

Techniques that can be used to evaluate the imper-
ceptibility of steganographic systems are different
from one system to another depending on the type
of cover file used for information hiding [15]. Since
only the least significant bit of a sub-pixel is altered,
it is visually imperceptible by human. The mean
square error (MSE) between the cover image and
stego-image and peak signal to noise ratio (PSNR)
are used here as the measuring parameters for
the amount of imperceptibility. MSE is defined as
follows:

MSE =
1

mn
[
m−1∑
i=0

n−1∑
j=0

(Ci,j − Si,j)
2]

where m, n are the number of rows and columns
of the cover/stego image respectively. Ci,j is the
pixel at row i and column j of cover image, and
Si,j is the pixel at row i and column j of stego
image. The MSE is separately calculated for red
sub-pixels (MSER), green sub-pixels (MSEG), and
blue sub-pixels (MSEB). The final MSE is MSE =
(MSER +MSEG +MSEB)/3. The PSNR of the
cover image is defined as follows:

PSNR = 10.log10(2552/MSE)

The MSE and PSNR for stego image in Figure 1
were computed with MATLAB, Table I shows the
values of MSE and PSNR at different sizes of the
secret message which all show high imperceptibility.

C. Capacity
The embedding capacity is the maximum number

of bits that can be embedded in a given cover
file [15]. The capacity of our proposed algorithm
is 3 bits per pixel. The higher size the cover, the
higher embedding capacity.

V. IMPLEMENTATION RESULTS

Both embedding and extracting algorithms are
implemented using C# programming language, see
Figures 1 and 2. The evaluation of row ←
sumsum mod m and column ← sumsum mod n
is performed using the SQUARE-AND-MULTIPLY
algorithm [4].

Fig. 1. The Embedding Algorithm

Fig. 2. The Extracting Algorithm

The following table shows some values for MSE
and PSNR at different sizes of the message to be
hidden.

VI. CONCLUSION

In this paper, we proposed a novel algorithm for
color image steganography using Least Significant
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TABLE I

MSES AND PSNRS AT DIFFERENT MESSAGE SIZES

Message Size MSE PSNR (dB)
915 B 4.5× 10−3 71

1.78 KB 9.04× 10−3 68.5
3.58 KB 1.8× 10−2 65.5
7.16 KB 3.7× 10−2 62.5

Bits (LSBs). Security analysis showed that our
algorithm is secure enough to guarantee secure com-
munication. Our novel algorithm has three levels
of security, the huge number of different possible
stega-keys, the random position of first pixel where
the hiding process starts, and the transposition ap-
plied to each 24-bit block of the message to be
hidden, all of these make the process of steganalysis
more complex even with using a computer works at
106 extractions/µs which takes 2.4 × 1024 years to
exhaustively search a half of the number of stega-
keys.
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Abstract—It is in human nature to keep certain details intimate. 

This confidential information, if made public, can result in 

annoyance, humiliation, and even devastating loss. The latter one 

holds true for individuals as well as organizations. In the case of 

ubiquitous environment, system adapts to the context of user’s 

actions and intentions and the collection of data becomes pervasive. 

Thus, privacy turns out to be a vital aspect. This study aims to 

determine privacy awareness among people in ubiquitous 

environment. For this purpose, a survey was conducted. This survey 

was based on a questionnaire. The results show that people 

consider themselves quite aware, but, more concerned with privacy 

issues in ubiquitous environment. Also, a significant number of 

people admit to not taking privacy measures. The analysis was 

carried out on the basis of current status of participants in the 

university, namely, Undergraduate students, Graduate students, 

and Faculty members. 

Keywords-ubiquitous environment; privacy; privacy awareness 

I.  INTRODUCTION  

Ubiquitous Computing can be defined as “computing that is 

omnipresent and is, or appears to be, everywhere all the time; 

may involve many different computing devices that are 

embedded in various devices or appliances and operate in the 

background” [1]. The main focus of this paper is to determine 

privacy awareness in ubiquitous environment among people. 

For this purpose, a survey was conducted. The survey was 

conducted at Bahria University, Karachi campus during 

October-November, 2014. Participants were asked to fill out a 

questionnaire. Data samples were collected from students and 

faculty of various departments, which included Computer 

Sciences, Computer and Software Engineering, Electrical 

Engineering, Management Sciences, Humanities, Psychology, 

and Geophysics departments. 

As ubiquitous environment masks the collection of 

information from the users, this study aims at analyzing 

awareness about privacy and its consequences. It also 

investigates the major privacy concerns of users as well as the 

measures they take. Legalization of privacy issues, 

improvement in privacy options, and any unpleasant 

experience of participants with respect to privacy issues, were 

also queried. In order to identify potential future dimensions in 

this area, level of comfort of participants along with the pros 

and cons of ubiquitous environment were also inquired. 

The results indicate that majority of the participants 

consider themselves quite aware but more concerned with 

privacy issues; however, a significant number accepts that 

they do not take countermeasures for privacy issues. 
The rest of this paper is organized as follows. The next 

section describes some of the work on privacy issues in 
existing research studies. Methodology for carrying out this 
study is discussed in the section after that. Then the results are 
discussed, followed by analysis. In the end, conclusion and 
future work is given which provides some directions to extend 
this study. 

II. RELATED WORK 

Although ubiquitous environment provides ease and 

continuous access, it makes personal information widely 

available. Thus, privacy issues emerge as a major concern. 

Users are unknowingly providing their personal information to 

the environment which can be misused in case of any 

malicious attempt [2]. Every technology has both good and 

bad aspects; this implies that proper measures be taken to 

ensure privacy of users [15, 16]. It is, therefore, desired that 

users be aware of not only such systems and devices in their 

surroundings, but also of the issues these devices pose. 

A recent study by Bonné, Quax, and Lamotte [3], shows 

that most Smartphone users are not truly aware of the privacy 

threats. Similarly, Renaud, Volkamer, and Renkema-Padmos 

[4] have also concluded that users are not aware of privacy 

protection. They tried to analyse mental model of users and 

made an effort to create understanding of the importance of 

addressing this issue. In their work, Acqusiti, John, and 

Loewenstein [5] tried to explore how important privacy is to 

the users. They argued on the rationale of the users and, on 

how their decisions affect their privacy by analysing the 

economic model and its effect on privacy issues. 
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In contrast, a survey based statistical analysis of Hoffman, 

Novak, and Peralta [6] revealed that  approximate 69% of the 

web users refused to give their data or personal information 

online to any firm or individual, because they were not certain 

how their data can be used. Similarly, in another survey based 

study by Phelps, Novak, and Ferrell [7], 50% respondents 

claimed transparency about how organizations were using 

their personal information or individual- specific data. Several 

theoretical studies also defined that gender makes a great 

difference regarding privacy concerns while working online or 

on any social paltform [2]. 

As Angelelli [8] pointed out, major hurdles in providing a 

uniform method to ensure privacy include the constant 

advancements in technology, and that the privacy viewpoints 

differ among people. Thus, there cannot be a fixed number of 

ways to provide privacy. Usually, privacy issues arise due to 

improper configuration of a phone and also the network 

settings [3]. In order to facilitate the users, a recommenders 

system was proposed by Knijnenburg and Kobsa [9], to allow 

users to make decisions to disclose information in context. 

For many researchers, revelation of the information or data 

in both aspects (context and use) is the primary fear. The 

major concerns related to privacy issues includestalking, 

unnecessary monitoring by employers or government agencies, 

and location, which can further lead to spam influx [10]. A 

study by Malhotra, Kim, and Agarwal [11] also presented 

some core privacy concerns. These were based on data 

collection and its control regarding privacy. 

Privacy regarding personalization has been discussed in 

several studies [12]. In that study, personalization based on 

social connections and individual behaviors was analysed. It 

was shown to assist the programmers in resolving privacy 

issues. In another study carried out by Anton, Earp, and 

Young [13], it was revealed that privacy concerns of users 

have significantly been increasing since 2002. 

In order to analyse the stated privacy concerns against the 

actual behaviour of people, Jiang, Heng, and Choi [14] have 

argued that people often do not act in accordance with their 

declared apprehensions. This is consistent with findings of this 

study that there are differences in what people say and what 

they actually do. Some new perspectives in online social 

communications and anonymity to ensure privacy were also 

discussed in their study[14]. 
The next section describes the methodology employed in 

carrying out this study. 

III. METHODOLOGY 

In order to achieve the goals of this study, as mentioned in 

the beginning, a survey was conducted based on a 

questionnaire. The questions were designed to capture the 

essence of this study by exploring different approaches to 

gather the required information from participants. This study 

also aimed at identifying other potential dimensions related to 

privacy. These questions may be categorized in following 

ways. 

 

A. General Context Questions 

It captured the participants‟ awareness of ubiquitous 

environment by some „feel-good‟ questions. These questions 

were helpful in establishing presence of the participants in 

ubiquitous environment, through careful inquiries of the 

activities they carry out using their smart device(s) and, their 

online habits. In addition, some other questions were also 

included in order to gather basic information, like gender, age 

group, and current status. These helped to categorize 

participants for performing analysis. 

B. Key Privacy Questions 

The survey then assessed level of both awareness and 

concern, of privacy issue in the participants‟ opinion through 

questions for each. Some other queries were intended to 

extract the major privacy concerns and issues of the 

participants, which came out to be personal information, 

financial information, and location. Participants were also 

inquired about the privacy measures they usually take (or not) 

along with the reasons for not taking any privacy measure. All 

these questions gave valuable insight to ascertain the 

behaviours and attitudes of participants with respect to privacy, 

which was the main objective of this study. 

C. Trivial Privacy Questions 

In order to understand if and why, privacy is a concerning 

issue, participants were asked about any unpleasant experience 

they might have encountered. Apart from this, opinion of 

participants on legalization of privacy issues was also queried. 

Participants were also inquired about how privacy options 

should be provided. This aided in establishing premise that 

such participants should be more conscious about privacy. 

However, as the results show, this was not always the case. 

D. Other Dimensions 

Finally, to generate further potential dimensions in future, a 
few questions about level of comfort of participants in 
ubiquitous environment, as well as the pros and cons of the 
ubiquitous environment, in general, were also included in the 
questionnaire. These dimensions can prove to be promising in 
future, if a thorough study is conducted to analyze the scope of 
the diverse aspects of privacy concerns and issues. 

The next section discusses the results obtained from this 
study. 

IV. RESULTS 

As described in the previous section, this study was based 

on survey in the form of a questionnaire. These questions were 

classified in four categories; namely general context questions, 

key and trivial privacy questions, and other dimensions. On 

the basis of this analysis criterion, the results obtained are 

discussed in the following sub-sections. It is important to note 

that these results reflect on participants‟ view and have been 

evaluated and compiled accordingly. 
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Fig.1 Level of Privacy Awareness in each category of participants 

A. Key Privacy Issues 

1)  Privacy Awareness: Among the participants who are 

part of ubiquitous environment, overall 71.4% considered 

themselves quite aware about privacy issues, and 

approximately 10%, not aware. The rest believed their selves 

somewhat aware of the privacy issues. Categorically, about 

68% of the undergraduate students, 74% of graduate students, 

and 63% of the faculty members consider their selves to be 

quite aware. 

Fig. 1 presents categorical distribution of participants in 

terms of their position in the university regarding privacy 

awareness. 

2)  Privacy Concern: After analysing awareness, this study 

revealed that participants are also concerned of the fact that 

their data can be used for malicious purpose provided it is 

easily accessible in ubiquitous environment. All the 

participants claimed to be concerned about privacy issues to 

varying extents. A relatively small group of participants (14%) 

stated to be slightly concerned, while others consider 

themselves quite concerned. 

Fig.2 shows the concern of participants categorically. It 

should be noted that none of the participants declare that they 

are un-concerned about privacy. 

Among those participants who claim to be concerned about 

privacy issues, around 80% were undergraduate students, 85% 

graduate students, and about 75% were faculty members. 
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Fig.2 Level of Privacy Concern in each category of participants 

TABLE I 

COMPARISON OF OVERALL RESPONSES WITH EACH CATEGORY 

 Overall 

Response 
Categorized Response 

Undergraduate 

Students 

Graduate 

Students 

Faculty 

Member 

Privacy 

Awareness 
71.4% 68% 74% 63% 

Privacy 

Concern 
83.5% 80% 85% 75% 

 

Table I encapsulates the responses of participants. 

Comparison of overall responses against each category is 

provided. It can be seen from the table that majority of the 

participants consider themselves quite aware as well as 

concerned about privacy issues. Another fact emphasized in 

the table is that the number of participants concerned with 

privacy issues, are more than those who are aware. 

Pressing Issues: In this study, it was found that several 

participants are not only concerned about a singleissue; they 

usually have apprehensions about more than one issue. The 

major concerns of participants were revealed to be their 

personal details including friends and family, location, and 

their financial information respectively. 

A very high ratio of 94.5% participants is concerned about 

their personal details. Among these participants, about 47% 

were also concerned about their location, and for 

approximately 41%, their financial information was a 

concerning issue as well. For about 21% participants, all three 

of these issues were a privacy concern. 

3)  Privacy Measures: Dealing with privacy issues is 

another important aspect; however, in this survey, it was found 

that a considerable fraction of about 19% participants usually 

do not take any privacy measures. Major reasons for not 

taking measures are difficulties in configuration as per 65% of 

the participants. On the other hand, in some of the 

participants‟ view (about 4%); there is no need of taking any 

measures. Among the participants who take countermeasures, 

majority of about 64% admitted to disabling location with 

about 37%also modifying application settings with it. Other 

common privacy measure that approximately 29% participants 

took was giving false information. 

Fig.3 depicts the categorical representation of participants 

on the basis of whether or not, they take privacy measures. 

B. Trivial Privacy Issues 

Apart from the key issues analysed above, there were some 

trivial issues related to privacy that were also explored in this 

study. These queries provided valuable insight to understand 

the attitude of participants towards privacy issues. 

One such aspect was related to legalization of privacy 

issues. Most of the participants (about 87%) believe that there 

should be laws to address privacy issues. However, only about 

34% of the participants claimed to be aware of some existing 

laws. 
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Fig.3 Distribution among participants on the basis taking measures 

 

Among the 36% participants who admitted to have 

encountered some unpleasant experience due to their non-

secure information, a significant 44% claimed to be a victim 

of fraud. 

Another facet, in this study, analysed how the privacy 

settings can be improved. In the opinion of about 2% of the 

participants, there is no need for improvement. A very 

significant group of 57% demanded that more control be given 

to users over privacy settings. 

C. Other Dimensions 

Level of comfort of participants in ubiquitous environment 

is considered a future dimension in this study. It has been 

found that approximate 49% participants were quite 

comfortable with constant monitoring, while about 26% 

participants felt uncomfortable. 

Another aspect, as a potential dimension for future was pros 

and cons of ubiquitous environment. While taking into 

account the merits of ubiquitous environment, the chief 

advantage was ease of life. Another advantage in the view of 

majority of the participants was fast access, whereas remote 

monitoring and socialization were also substantial benefits that 

the participants agreed upon in the survey. 

After querying merits of ubiquitous environment, demerits 

were also questioned in the study. Theft of information and 

risk of exposure were the major apprehensions of participants, 

with 74.72% and 61.53% respectively. Other disadvantages in 

the view of participants were high energy consumption and 

increased machine reliance. 

The next section describes the analysis strategy of this 

study. It discusses how the results were compiled and how the 

responses were evaluated. 

 

V. ANALYSIS AND DISCUSSION 

The main goals of this study were to evaluate privacy 

awareness among people in ubiquitous environment, their 

level of concern along with major issues, and what privacy 

measures they take. Apart from these major goals, this survey 

also investigated some other facets related to privacy as well 

as ubiquitous environment. For this purpose, data was 

collected at Bahria University, Karachi campus. The 

categorization of participants was done on the basis of their 

current status in university, that is, Undergraduate students, 

Graduate students, and Faculty members. The survey was 

conducted by taking samples of approximately one-fifth of 

each population in each category. 

In order to achieve the above mentioned targets, first thing 

that needed to be established was whether the participants are 

part of ubiquitous environment or not. This was done on the 

basis of general context category of questions. These questions 

inquired the participants about the use of smart devices, smart 

appliances, and their usage habits. From the considerable data 

gathered, about 83% of the participants turned out to be part of 

ubiquitous environment. In terms of categorization, 86% were 

undergraduate students, 89% graduate students, and 68% 

belonged to faculty. 

For every research objective, the responses of participants 

in each category, that is, undergraduate students, graduate 

students, and faculty, was evaluated separately. The overall 

percentage of responses has also been provided for 

comparison. The results were compiled in the light of these 

considerations. 

The next section sums up the findings of this study in a 

conclusion. 

VI.  CONCLUSION 

This study has revealed that a fair number of participants 

(71.4%) claim to be aware of the privacy issues in ubiquitous 

environment. However, the number of participants who 

declare their selves concerned about privacy issues, is more 

than those who claim to be aware (83.5%). Thus, it raises the 

question that how can people be concerned about something, 

which they are not aware of in the first place. In addition, 

despite claiming to be aware and concerned about privacy 

issues, a considerable number of participants (19%) admit to 

not taking any countermeasures. This leads to the conclusion 

that often, people act contrary to what they state. 

The next section discusses future work which provides 

dimensions to extend the study. 

VII. FUTURE WORK 

For future work, the data may be analyzed on the basis of 

gender. This can generate an additional view in the privacy 

domain. Apart from this, other dimensions briefly mentioned 

in this study, can be explored further in future. These 

dimensions include comfort of participantsin ubiquitous 

environment and its pros and cons. These can be used to 

analyze the scope of the diverse aspects of privacy concerns 

and issues. 
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Abstract— Nowadays, the increase volume of spam has been 

annoying for the internet users. Spam is commonly defined as 

unsolicited email messages, and the goal of spam detection is to 

distinguish between spam and legitimate email messages. Most of 

the spam can contain viruses, Trojan horses or other harmful 

software that may lead to failures in computers and networks, 

consumes network bandwidth and storage space and slows down 

email servers. In addition it provides a medium for distributing 

harmful code and/or offensive content and there is not any 

complete solution for this problem, then the necessity of effective 

spam filters increase. In the recent years, the usability of machine 

learning techniques for automatic filtering of spam can be seen. 

Support Vector Machines (SVM) is a powerful, state-of-the-art 

algorithm in machine learning that is a good option to classify 

spam from email. In this article, we consider the evaluation 

criterions of SVM for spam detection and filtering. 

Keywords- support vector machines (SVM); spam detection; 

classification;  spam filtering;  machine learning; 

I.  INTRODUCTION  

Influenced by the global network of internet, time and place 

for communication has decreased by emails. As a result the 

users prefer to use email in order to communicate with others 

and send or receive information. In fact spam filtering is an 

application for classification of emails, and has a high 

probability of recognizing the spam. Spam is an ongoing issue 

that has no perfect solution and there is no complete solution 

technique about spam problem [1]. According to the recent 

researches done by Kaspersky Laboratory (2014), almost 

65.7% of all emails were considered as spam, respectively in 

January. In this regards, a huge amount of bandwidth is 

wasted and an overflow occurs while sending the emails. 

According to reported statistics United State of America, 

China and South Korea are among the main sources of these 

spam respectively with 21.9%, 16.0% and 12.5%. Fig. 1 

shows the spam sources for each country [2].  Fig. 2 shows the 

spam sources according to geographical area.  

In figure 2, Asia and North America are the greatest sources 

for the spam, respectively with 49.1 and 22.7 percentage [2]. 

Recently, separating legitimate emails from spasm has been 

considerably increased and developed. In fact, separating 

spam from legitimate emails can be considered as a kind of 

text classification, because the form of all emails is generally 

textual and by receiving the spam, the type has to be defined. 

Support Vector Machines are supervised learning models or 

out-performed other with associated learning algorithms and 

good generalization that analyze data and recognize patterns, 

used for classification and regression analysis. SVM is a 

representation of the examples as points in space, mapped so 

that the examples of the separate categories are divided by a 

clear gap that is as wide as possible. SVM is used to solve 

quadratic programming problem with inequality constraints 

and linear equality by discriminating two or more classes with 

a hyperplane maximizing the margin. 
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Figure 1. Sources of Spam by country

  

 
Figure 1. Sources of spam by region

 

In this paper, we have examined using support vector 

machine metrics in spam detection. Section 2 discuss an initial 

background of Spam filtering, discussing spam filtering 

techniques and content base learning spam filtering 

architecture. Section 3 introduces standards support vector 

machine and assessment spam detection using standard 

support vector machine. Section 4 evaluates spam detection 

using improved support vector machine. Section 5 is about 

conclusions and future work.  

II. INITIAL DISCUSSIONS 

A. Spam Filtering Techniques 

As the threat is widely spread, variety of techniques have 

been known to detect spam emails. In fact the techniques are 

divided two categories Client Side Techniques and Server side 

techniques [1]. These methods can be applied as a useful filter 

individually, however in commercial applications, the 

combination of these methods are generally used in order to 

recognize the spam more precise. Some of these methods are 
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defined manually on server side, such as Yahoo email filters. 

However, they have a main defect and that is the constancy of 

these pre-defined rules [3]. Another problem is that the spam, 

spammers can deceive these filters. Furthermore, a popular 

method of filtering is to identify each spam on the basis of its 

content [4]. 

 

1)  End-User (Client Side Techniques or Techniques to 

React to Spam) 

 

These techniques are implemented on client side and once 

the mails have been downloaded and client examine the mails 

and then decide what to do with them. So, client can limit the 

availability of their email addresses, preventing their 

attractiveness or reducing to spam individually [1, 5-9].  

 

a) Discretion and Caution  

One way to restrict spam is a shared email address is just 

among a limited group of co-workers or correspondents. Then, 

sending and forwarding email messages to receivers who don't 

know should be rejected. 

 

b) Whitelists 

A list of contacts that users suppose that they should not 

send them to the trash folder automatically and they are 

suitable to receive email from is a whitelist. Then, whitelist 

methods can also use confirmation or verification [6]. If a 

whitelist is preemptive, just the email from senders on the 

whitelist will receive. If a whitelist is not preemptive, it 

forbids email from being deleted or prevents sent to the spam 

folder by spam filtering [5]. Usually, just end-users (not email 

services or Internet service providers) can delete all emails 

from sources which are not in the white list by setting a spam 

filter. 

 

c) Blacklists 

A blacklist method is a mechanism of access control that 

allow users through except members of the blacklist. It is the 

opposite method of whitelist [1]. A spam email filtering may 

save a blacklist of addresses, any message from which would 

be prevented from achieving its intended destination [5]. 

 

d) Egress spam filtering 

 Client can install anti spam filtering to consider emails 

receiving from the other customers and users as can be done 

for message coming from the others or rest of the Internet [8]. 

 

e) Disable HTML in email 

Most of programs of email combine web browser or 

JavaScript practicality, like display of HTML sources, URLs 

and images. This causes displaying the users to put images in 

spam easily[9]. On the other hand, there are web bugs on the 

spam email written in HTML and it can allow spammers to 

know the email address is valid. 

 

f) Port 25 interception 

Network address translation causes rate limiting by 

intercepting port 25 traffic and direct traffic to mail server and 

exit spam filtering. On the other hand it can enforce the 

problems in email privacy, also making it is not able to occur 

if port 587 submission port isn't used and SMTP-AUTH and 

STARTTLS is used [7]. 

 

g) Quarantine 

Spam emails are placed in provisional isolation until a 

proper person like administrator  examines them for final 

characterization [6]. 

 

2) Server side techniques 

 

In these techniques the server block the spam message. 

SMTP doesn't detect the source of the message. On the other 

hand, spammers can forge the source of the message by 

hijacking their unsecured network servers which is known as 

"Open relays". Also, "Open proxy", can help the user to 

forward Internet service request by passing the firewalls, 

which might block their requests. Verifying the source of the 

request with open proxy is impossible [1]. Some DNS 

Blacklists (DNSBLs) have the list of known open relays, 

known spammers domain names, known proxy servers, 

compromised zombie spammers, as well as hosts that 

shouldn‟t be sending outer emails on the internet, like the 

address of end-user from a consumer ISP. Spamtraps are 

usually the email addresses that are invalid or are not valid to 

collect spam for a long time. A lot of poorly software are 

written by spammers that cannot right control on the computer 

sending spam email (zombie computer).Then, they unable to 

follow with the standards. On the other hand with setting 

limitations on the MTA
1
, an email server administrator able to 

decrease spam emails significantly, like enforcing the right fall 

back of MX
2

 records in the Domain Name System, or 

Teergrube the right controlling of delays
.
 Suffering caused 

from spam emails is far worse, where some of spam messages 

might crash the email server temporary. 

 

a) Limit rate 

This technique restrict the rate of receipt of messages from 

a user that even this user has not been characterized as a 

spammer. This technique is used as an indirect way of 

restricting spam at the ISP level [6].
  

 

b) Spam report feedback loops 

                                                           
1 mail transfer agent 
2 Mail exchange 
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ISPs can often prevent seriously damage by monitoring 

spam reports from places like Spamcop, Network Abuse 

Clearinghouse and AOL's feedback loop, the domain's 

abuse@ mailbox, etc to catch spammers and blacklist them 

[10]. 

 

c) Quantity 

 In this technique, in a given time period spam emails detect 

by examining the number of emails send by a particular user 

[6, 11]. As the number increases, the possibility that the sender 

is a spammer increases also.  

 

d) Domain Keys Identified Mail 

Some systems utilize DNS, as apply DNSBLs to allow 

acceptance of email from servers which have authenticated in 

some fashion as senders of only legitimate email but rather 

than being used to list non conformant sites. [12, 13]. Many 

authentication systems unable to detect  a message is email or 

spam. Because their lists are static and they allow a site to 

express trust that an authenticated site will not send spam. 

Then, a receiver site may select to ignore costly spam filtering 

methods for emails from the authenticated sites [14]. 

 

e) Challenge/Response 

This technique includes two parties: one party presents a 

question („„challenge‟‟) and the other party must provide a 

valid answer or response in order to be authenticated [6]. This 

method is utilized by specialized services, ISPs and enterprises 

to detect spam is to need unknown senders by passing 

different tests before their emails are delivered. The main 

purpose of this technique is to ensure a human source for the 

message and to deter any automatically produced mass emails. 

One special case of this technique is the Turing test and 

Channel email [15]. 

 

f) Country-based or regional- based filtering 

Some servers of email do not want to communicate with 

particular regions or countries or from which they receive a 

great deal of spam. Some countries and regions are mentioned 

in introduction section according kaspersky lab.  Therefore, 

some email servers use region or country filtering. This 

technique blocks all emails from particular regions or 

countries by detecting sender's IP address [16]. 

 

g) Greylisting 

This technique temporarily rejects or blocks messages from 

unknown sender. In this method for rejecting unknown 

senders  use a 4xx error code that is recognized with all 

MTAs, so launch to retry delivery later [17]. Greylisting 

downside is that all legitimate emails from the first time that 

senders will have a delay time in delivery, with the delay 

period before a new email is received from an unknown 

sender normally being adjustable in the software [18]. It 

maybe exists that some legitimate emails won't be delivered, 

that it can happen if a weakly configured but legal mail server 

realizes the immediate rejection as a stable rejection and sends 

a bounce email to the main sender, instead of attempting to 

resend the email later, as it done. 

 

h) Honeypots 

Another method is really an imitation TCP/IP proxy server 

which gives the appearance of being an open proxy or simply 

an imitation mail transfer agent that gives the form of being an 

open message relay [19]. Spammers who check systems for 

open proxies/ relays will detect a host and try to send message 

through it, wasting their resources, time, possibility revealing 

datas about themselves and also the source of the spam emails 

sending to the entity that act the honeypot. A system may 

simply reject the spam efforts, store spams for analysis or 

submit them to DNSBLs [20]. 

 

i) Sender-supported tags and whitelists  

Some organizations that suggest licensed tags and IP 

whitelisting which can be placed in message for money to 

convince receivers' systems that the emails consequently 

tagged are not as spam email. This system depends on legal 

implement of the tags. The purpose is for email server 

administrators to whitelist emails bearing the IP whitelisting 

and licensed tags [21]. 

 

j) Outbound spam protection 

This method involves detecting spam, scanning email traffic 

as it exits in network and then taking an action like blocking 

the email or ignoring the traffic source. Outbound spam 

protection can be perform on a network-wide level  by using 

policy of routing also it can be run within a standard SMTP 

router [22]. When the primary economic impact of spam is on 

sending networks, spam message receivers also experience 

economical costs, like wasted bandwidth or the risk of having 

IP addresses rejected by receiving networks. One of the 

advantage of outbound spam protection is that it blocks spam 

before it abandons the sending network, maintaining receiving 

networks globally from the costs and damage. Furthermore it 

allows system email administrators track down spam email 

sources in the network such as providing antivirus tools for the 

customers whose systems have become infected with viruses. 

Given a suitably designed spam filtering method, outbound 

spam filtering can be perform with a near zero false positive, 

that keeps customer related issues with rejected legitimate 

message down to a minimum [23]. There are some 

commercial software sellers who suggest specialized outbound 

spam protection products, such as Commtouch and 

MailChannels. Open source software like SpamAssassin may 

be useful. 
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k) Tarpits 

A tarpit is a server software that purposely responds very 

slowly for client commands. With implementing a tarpit that 

acts acceptable message generally and detect spam email 

slowly or that seems to be an open mail relay, a site can slow 

down the rate at which spammers can send messages into the 

mail simply [24]. Most of systems will really disconnect if the 

server doesn't answer quickly, which will detect the spam. 

Then, some legitimate message systems will also do not 

correctly with these delays [25]. 

 

l) Static content filtering lists 

 These techniques require the spam blocking software 

and/or hardware to scan the entire contents of each email 

message and find what‟s inside it. These are very simple but 

impressive ways to reject spam that includes given words. Its 

fault is that the rate of false positives can be high, that would 

forbid someone applying such a filter from receiving legal 

emails [1, 26]. Content filtering depend on the definition of 

lists of regular expressions or words rejected in emails. So, if a 

site receives spam email advertising "free", the administrator 

may place this word in the configuration of filtering. Then, the 

email server would reject any emails containing the word [27-

29] . Disadvantages of this filtering are divided into 3 folds: 

Time-consuming is the first one in this filtering. Pruning false 

positives is Second one. Third one is, the false positives are 

not equally distributed. Statistical filtering methods use some 

words in their calculations to know if an email should be 

classified as email or spam. Some programs that run statistical 

filtering are ASSP, DSPAM, Bogofilter, SpamBayes, later 

revisions of SpamAssassin, Mozilla Thunderbird and 

Mailwasher. 

 

m) Content base Learning Spam Filtering Systems 

One of the solutions is an automated email filtering. Many 

of filtering techniques take usage of machine learning 

algorithms, that improve their accuracy rate over manual 

approach. So, many people require filtering intrusive to 

privacy and also some email administrators prefer rejecting to 

deny access their machines from sites.[1].Variety of feasible 

contributions in the case of machine learning have addressed 

the problem of separating spam emails from legitimate emails 

[30, 31]. The best classifier is the one that reduces the 

misclassification rate. However, the researchers have realized 

later the nature and structure of emails are more than text such 

as images, links, etc. Some machine learning techniques are 

such as K-nearest Neighbor classifier, Boosting Trees, 

Rocchio algorithm, Naïve Bayesian classifier, Ripper and 

Support Vector Machine [32].  

 

B.   Content base Learning Spam Filtering Architecture 

 

The common architecture of spam filtering base machine 

learning or learning content spam filtering is shown in Fig. 3. 

Firstly, a dataset includes individual user emails which are 

considered as both spam and legitimate email is needed.  
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Figure 2. Content base Learning spam filtering architecture 

 

The model includes 6 steps: Pre-Processing, Feature 

Extraction, Weighted Features, Feature Representation, 

email data classification, and evaluation or analyzer section. 

Machine learning algorithms are employed at last to train 

and test whether the demanded email is spam or legitimate.  

 

1)  Pre-processing 

When an email receives the first step runs on email is pre-

processing. Pre-processing includes tokenization. 

 

a) Tokenization  

Tokenization is a process to convert a message to its 

meaningful component. It takes the message and separate it 

into a series of tokens or words [33]. The tokens are taken 

from the email‟s message body, header and subject fields 

[5]. The tokenization process will extract all the features and 

words from the message without consideration of its 

meaning [32].  

 

2) Feature extraction   

After pre-processing step and breaks email message into 

tokens or features. Feature extraction process is started to 

extract useful features in all features and reduce the space 

vector. Feature extraction can include stemming, noise 

removal and stop word removal steps. 

 

a) Stemming   

 Stemming is a method to reduce terms to its main form 

with stripping the plural from nouns the suffixes from verbs 

[5, 32].  This process is suggested by Porter on 1980, it 

determines stemming as an approach for deleting the 

commoner structural and in-flexional endings from terms in 

English [34]. A collection of rules 

 is referred to convert words to their stems or roots 

iteratively. This method increases speed of learning and 

classification steps for many classes and decrease the 

number of attribute in the feature space vector [35].  

 

b) Noise removal 

Unclear terms in an email cause noise. A intentional 

action of misplaced space, misspelling or embedding 

particular characters into a word is pointed to as 

obfuscation. For instance, spammers obfuscated the word 

Free into“fr33” or Viagra into “V1agra”,“V|iagra”. 

Spammers employ this approach in an effort to bypass the 

right  recognition of these words by spam filtering [5, 32] 

To contrast these misspelled words, Regular expression and 

statistical deobfuscation techniques is used. 

 

c) Stop-word removal 
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Stop-word removal technique is the process for 

elimination of usual terms that have the most frequency but 

have less meaning than the words [36]. Messages contains 

large number of noninformative words like articles, 

prepositions, conjunctions and these words will increase the 

size of the attributes vector space cause complicating the 

classifier.  

 

3)  Weighted Features 

When the useful features are selected, it is the time to 

choose a measure to assign the features to create features 

vectors before classification. Weighted features includes 

Information gain, Document frequency, Mutual information, 

Chi-square steps. 

 

a) Information gain (IG)   

IG is the attribute‟s impact on reducing entropy [37]. IG 

calculates the number of bits of information gained for the 

class by knowing the attendance or lack of  presence of a 

word in a document[5]. Let denote the set of classes in the 

goal space. IG formula is defined as:  

 

 

(1)   

 
 

b) Document frequency [11] 

DF points to the number of documents in which an 

attribute occurs[5].The weight of the attributes is calculated 

in the lower frequency, that is less than the predefined 

threshold, is deleted[38]. Negligible attributes that do not 

contribute to classification are deleted then improving the 

efficiency of the classifier. The following formula 

represents the form of document frequency: 

 

 

(2) 

 

c) Mutual information (MI) 

MI is a quantity that calculates the mutual dependence of 

the 2 variables.  If a attribute does not depend on a category 

then it is eliminated from the  attribute vector space[39]. For 

each attribute feature X with the class variable C, MI can be 

computed as follows:  

  

)3) 

 
 

MI is an easier method to run and valid in predictions. 

 

d) Chi-square 

Chi-Square test is a statistical measure that calculates the 

existence of attribute against the expected number of the 

existences of those attributes [5] . In the Chi-square test, the 

features refer to the independent variables and categories 

indicate the dependent variables that is spam and legitimate 

[39, 40]. 

 

(4) 

 

 

Formula 4 calculates the term of goodness, class c and t, 

which A is the number of times t and c exists together, B is 

the number of times the exists without c , C is the number of 

times c  exists without t , and D is the number of times 

neither c not  t exists. The chi-square equation for class 

computation is as follows: 

                        

(5) 

 
                

(6) 
 

 

4)  Feature Representation  

 

Feature representation converts the set of weighted features 

to a specific format required by the machine learning 

algorithm used. Weighted features are usually shown as bag 

of words or VSM
1
. The literal features are indicated in 

either numeric or binary.  VSM represents emails as vectors 

such as x = {x1,x2,…,xn}. All features are binary: xi=1, if 

the corresponding attribute is available in the email, 

differently xi= 0. The numeric presentation of the features 

where xi  is a number represents the occurrence frequency of 

the attribute in the message. For instance if the word 

“Viagra” seems in the email then a binary value equal will 

be assigned to the attribute. The other generally used 

attribute representation is n-gram character model that gets 

characters sequences and TF-IDF
2
 [41]. N-gram model is N-

characters piece of a word. It can be noted as each co-

occurring collection of characters in a word. N-gram model 

infolds bi-gram, tri-gram and qua-gram. TF-IDF is measure 

that is statistical utilized to calculate how importance a word 

is to a document in a attribute dataset. Word frequency is 

defined with TF
3
, that is a number of times the word exists 

in the email yields the importance of the word in to the 

                                                           
1 Vector Space Model 
2 frequency-inverse document frequency 
3 term frequency 
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document. Then frequency is multiplied with IDF
1
 which 

measures the frequency of the word happening in all emails 

[42]. 

 

5) Classifier 

  

Supervised machine learning techniques run by collecting 

the training dataset, which is manually prepared 

individually. The training dataset have two phases, one 

phase is legal emails, another one is the spam emails. Then, 

each email is converted into features that is images, time, 

words for instance in the email. So, the classifier builds that 

would determine the nature of next incoming email[1]. Most 

of machine learning algorithms have been worked in the 

direction of spam detection like Boosting Trees [43, 44], K-

Nearest Neighbor classifier [29, 45], Rocchio algorithm [44, 

46], Naïve Bayesian classifier [29, 47-49] and Ripper [44, 

50]. Furthermore, these algorithms filter the email by 

analyzing the header, body or the whole message. Support 

Vector Machine Is one of the most used techniques as the 

base classifier to overcome the spam problem [51]. SVM 

algorithm is used wherever there is a need for model 

recognition or classification in a specific category or class 

[52]. Training is somehow easy and in some researches the 

efficiency is more than other classifications. This is due to 

the fact that in data training step, Support vectors use data 

from database but for high dimension data, the validity and 

efficiency decrees due to the calculating complexities [53, 

54]. 

 

6) Evaluation or Performance Measures 

 

Filtering needs to be evaluated with performance 

measures that it divided into two categories: decision theory 

like (false negatives, false positives, true positive and true 

negative) and information retrieval such as (accuracy, recall, 

precision, error rate and derived measures) [32].  Accuracy, 

precision and spam recall are the most practical  and useful 

evaluation parameters. Accuracy indicates the ratio between 

the number of legitimate mails and the number of correctly 

classified spam emails to the total correctly classified emails 

used for testing. Recall refers to the ratio between the 

number of correctly classified spam against spam that is 

misclassified as legitimate and the number of spam emails 

detected as spam.  Precision shows the ratio between the 

numbers of correctly classified spam to the number of all 

messages recognized as spam. Table 1 represents 

performance measures of spam filtering: 

 

 

                                                           
1 inverse document frequency 

TABLE I.  Performance Measures of Spam Filtering 

Equations 
Performance 

measures 

 

(nL→L + nS→S)/( nL→L + nL→S + nS→L + nS→S) 

 

Accuracy 

(nL→S + nS→L)/( nL→L + nL→S + nS→L + nS→S) Error Rate 

(nL→S)/( nL→L + nL→S) False positive 

(nS→L)/( nL→L + nL→S) False negative 

(nS→S)/( nS→L + nS→S) Recall 

(nS→S)/( nL→S + nS→S) Precision 

( nS→L + nS→S)/ λ.( nL→S + nS→L) 
TotalCost Ratio 

(TCR) 

Ratio between true positive and false positive for 

various threshold values. 

ROC Curve 

 

 

 

As shown in table 1, nL→L and  nS→S refer to the legitimate 

emails and spam emails that correctly classified. nS→L  

indicates spam emails incorrectly have been classified as 

legitimate emails and nL→S  point to the legitimate emails 

incorrectly have been classified as spam emails. Error rate is 

the rate between spam and legitimate emails are incorrectly 

classified to the total correctly classified emails  used for 

testing. False negatives [55] is a measure to recognize the 

spam emails that are classified as legitimate emails. False 

positives (FP) refers to the legitimate email classified as. 

Spam emails that correctly classified as spam emails 

represent to true positive (TP = 1 - FN). Legitimate emails 

that are correctly classified as legitimate emails refer to true 

negative (TN = 1 - FP). ROC
2
  curve indicates [56], true 

positive as a function of the false positive for various 

threshold values. Total cost ratio (TCR) use for comparing 

the rate of effectual filtering by a given value of λ in 

comparison with no filtering is used. If TCR >1, the using of 

filtering is proper. 

 

 

III. EVALUATION OF SPAM DETECTION WITH STANDARD 

SVM 

A. Standard Support Vector Machines 

 

SVM is a classifier that is included as a sub branch of 

Kernel Methods in Machine Learning. It is based on 

statistical learning theory [57]. In SVM, assuming a linear 

categories are separate frames of acceptance, with a 

maximum margin hyperplane that acquires are separate 

categories. Separate data linearly in matters that are not 

accepted frames of data are mapped to a higher dimensional 

space so that they can be separated in the new space 

linearly. If there are two categories that are linearly 

separable, what is the best way of separating of two 

                                                           
2 Received Operating Characteristic 
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categories? Various algorithms such as "Perceptron" can do 

this separation. The idea of SVM, to separate a category is 

to create two borders: two parallel plate boundary 

classification and draw them away from each other so that 

to hit the data we are dealing. Board Categories that owns 

the maximum distance from the boundary of the plates may 

be best the separator. Fig. 4 shows SVM classification: 

 

 
Figure 3. SVM classification 

 

 

Nearest training data to the hyperplane separator plates is 

called "support vector." The proper using of the SVM 

algorithm is the power of generalization, because despite 

having large dimensions, the over fitting can be avoided. 

This property is caused by the optimization algorithm used 

in data compression. In fact, Instead of training data, 

support vectors are used. To solve the problem, we have a 

number of training samples, x  
n
 which is a member of 

the class y and y  [-1, 1]. SVM linear decision function is 

defined as follows: 

 

f(x) = sign(<w,x> + b) , w  
n 
, b    (7) 

 

Separating hyperplane is defined below: 

 

<w,x> + b = 0 , w1x1 + w2x2 … + wnxn + b = 0     (8) 

 

We should find the values of W, b so that the training 

samples are closely grouped, with the assumption that data 

can be separated linearly to a maximum margin. For this 

purpose we use the following equation: 

 

 

(9) 

 

(10) 

In the relations of (9) and (10), the values of    or Dual 

Coefficient and b by using QP equations are solved. New 

values of x, the test phase in relation to the following places: 

 

 (11) 

 

There are different kernel functions. Thus, solving 

equations using kernel function is defined as follows: 

 

 (12) 

 

 (13) 

 

 (14) 

 

SVM can be used in pattern recognition and where you 

need to identify patterns or categories of classes particular. 

Training is fairly simple. Compromise between complexity 

and classification error rate clearly is controlled. Fig. 5 

presents SVM algorithm [58]. 
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ALGORITHM 1  :  Support Vector Machine 
 

Input: sample x to classify, Training set  

T = {(x1,y1),(x2,y2),……(xn,yn)}; 

Output:  decision yj   [-1,1] 

compute SVM solution w, b for data set with imputed labels 

compute outputs yi = (w , xi) + b for all xi in positive bags 
set yi = sign(yi) for every i[-1,1] 

for (every positive bag Bi) 

if ( ∑i yi
Compute i* = arg max iI yi 

Set yi =1 

end 

end 

While (imputed lables have changed) 

Output (w,b) 

Put values w,b in yi and get get the result yi 

 
Figure 4. SVM algorithm

B. Examining of Standard SVM in Spam Detection 

 

A spam email classification based on SVM classifier was 

presented by Drucker and his co-workerss. In this article, 

speed and accuracy metrics on SVM and 3 other 

classifications like Ripper, Rocchio and Boosting Decision 

trees were compared on 2 datasets. One dataset had 1000 

features another one had over than 7000 features. Moreover, 

TF-ID and applying STOP words were used on features. 

Results had been shown that the speed of binary SVM 

algorithm on training dataset was much higher than other 

classification and its accuracy was very near to Boosting 

algorithm. Also the error rate of binary SVM was lower than 

other classification on two dataset with 0.0213% [44].  

Woitaszek et al used linear SVM classification and a 

personalized dictionary to model the training data. They 

proposed a classification that implemented on Microsoft 

Outlook XP and  they could categorize the emails on Outlook 

XP. The accuracy rate of proposed method was 96.69% that 

was 1.43 higher than system dictionary with the accuracy rate 

of 95.26 [59]. Matsumoto and et al applied their tests results 

on two classifications such as SVM and Naive Baysian and 

used TF and TF-IDF on features vector. The accuracy rate of 2 

classifiers were the same, but the one with a lower false alarm 

rate and miss rate is better classifier. Their results showed that 

Naive Baysian has better performance than SVM on a dataset. 

The false alarm rates and miss rates for Naive Baysian were 

stable in almost all the data sets [60]. Scheffer et al, developed 

an approach for learning a classifier using publicly available 

(labeled) and (unlabeled) messages. In this case n users were 

currently subscribed, the classifier for a new user was obtained 

by training a linear SVM, where the misclassification cost of 

the messages was based on the estimated bias-correction term 

of each message. The experiments run on Enron corpus and 

Spam messages from various public and private sources of 

email users on binary representation. It was verified that the 

proposed formulation (1 _ AUC)  decreased the risk up to 

40%, in comparison with the user of a single classifier for all 

user [61]. Kanaris et al, used n-gram characters while n was 

predefined and was used as a variable in linear SVM. In this 

research, information retrieval was used to select features and 

the binary representation words frequency TF were also used. 

Experiment run on LingSpam and Spam Assassin data sets. 3 -

, 4 - and 5 - gram and 10-fold cross-validation was performed. 

N-gram model is better than the other methods. Results were 

shown that with variable N in a cost-sensitive scenarios, with 

binary features, spam precision seem to provide better results. 

Also TF features are better than for spam recall. Then, spam 

precision rate was higher than 98%    and spam recall rate was 

higher than 97%. TCR value  of the proposed approach was 

not greater than 1 because the precision ratio failed to be 

100% [62].Ye et al provided a distinct model based on SVM 

and DS theory. They used SVM to classify and sort mail based 

on header contents features and applied DS theory to detect 

spammers with the accuracy rate of 98.35% [63]. Yu and Xu 

et al, compared 4 machine learning algorithms such as NB
1
, 

                                                           
1 Naïve Bayes 
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NN
1
, SVM and RVM

2
. Test results showed that NN classifier 

was very sensitive and was the only unfit for rejecting spam 

mails. SVM, RVM had much better performance than NB. 

RVM had a higher run time rather than SVM [53]. Chhabra et 

al used SVM classifier for spam filtering and compared 

multiple VM kernel function on the Enron data set with 

different rates. In these tests, the performance of the linear 

kernel and polynomial kernel with degree= 1 were equal 

because the performance of those kernel functions were the 

same. If the degree of polynomial kernel increases, the 

performance of its function decreases [64]. Shahi et al used 

SVM and Naïve Bayes to classify the Nepali SMS as non-

Spam and Spam. The accuracy measure was used to empirical 

analyze for various text cases to evaluate of the classification 

methodologies. The accuracy of SVM was 87.15% and the 

accuracy of Naïve Bayes was 92.74% [65]. A method based 

on Artificial Immune System (AIS) and incremental SVM 

were proposed for spam detection. In this study to effect 

change of the content of email dynamically and label email a 

sliding window was used. Experiments run on PU1 and Ling 

datasets with compared 8 methods, considered as different  

including Hamming Distance(without  and with without 

mutation), SVM ,Included Angle and Weighted Voting. The 

results show that methods in SVM group had a good 

performance with miss rate below 5% on corpus PU1. When 

the number of support vectors was growth, the speed would 

increase. The performance of AIS group has been 

unsatisfactory. On the other hand with the increase in size of 

window from 3 to 5, the performance of WV group and AIS 

group raised [66]. Summary of this section is shown in Table 

2. 

 
TABLE II. OVERVIEW OF STANDARD SVM IN SPAM EMAILS 

 

Authors 

 

year 

 

Idea  

 

 

Harris 
Drucker, , 

Donghui 

Wu, and 
Vladimir 

N. Vapnik 

 

 

 

1999 

 

In this study, 3 classification such as Ripper, 

Rocchio and Boosting Decision trees were 
compared with SVM. Moreover, TF-ID was 

used for both binary features, Bag of Words. 

STOP words was applied on features. Results 
represented that the performance in term of 

speed and accuracy of binary SVM was much 

higher than other classification and its 

accuracy was very close to Boosting algorithm. 

 

Woitaszek 

M, 
Shaaban 

M, 

Czernikow
ski R 

 

 

2003 

 

To model the training data, used linear SVM 

classification and a linear dictionary. The 
classification implemented on Microsoft 

Outlook XP and  they could categorize the 

emails on Outlook. The accuracy rate of 
proposed method was 96.69%. 

                                                           
1 neural network 
2 Relevance vector machine 

 

Matsumot
o R, 

Zhang D, 

Lu M 

 

2004 

 

In this research SVM and Naive Baysihean 
compared together. TF and TF-IDF were 

applied on features. Their results showed that 

Naive Baysian had better performance than 
SVM on a dataset. 

 

 

Kanaris, I., 
Kanaris, 

K., 

Houvardas
, I., & 

Stamatatos

, E 

 

 

 
2007 

 

In this research, n-gram characters, 

information retrieval were used to select 
features. Binary representation words 

frequency TF were also applied on features. 

Experiments run on LingSpam and Spam 
Assassin data sets with 3 -, 4 - and 5 - gram 

and 10-fold cross-validation. N-gram model is 

better than the other methods and results show 
that spam precision rate was higher than 98%    

and spam recall rate was higher than 97%. 

TCR value  of the proposed approach was not 
greater than 1. 

 

 
Bickel, S , 

Scheffer, 

T 
 

 

 
 

2007 

 

A model is presented a classification 
framework for learning generic messages, 

available (labeled) and unavailable messages. 

Linear SVM was used for classification a new 
user. Experimental results implemented on 

Enron corpus dataset with binary 

representation. This research proposed the risk 
formula (1 _ AUC) decreased to 40%. 

 

 
Ye M, 

Jiang QX, 

Mai FJ 

 

 
2008 

 

A distinct model based on SVM and DS theory 
was suggested. They used SVM to classify and 

sort mail based on header contents features and 

applied DS theory to detect spammers with the 
accuracy rate of 98.35%. 

 

Yu B, Xu 

Z 

 

2008 

 

4 machine learning algorithms NB, NN, SVM 

and RVM compared. Test results showed that 

NN was very sensitive and unfit for rejecting 

spam mails. SVM, RVM had much better 

performance than NB and RVM had a higher 
run time rather than SVM. 

 

Priyanka 
Chhabra, 

Rajesh 

Wadhvani, 
Sanyam 

Shukla 

 

 
2010 

 

SVM classifier used for spam filtering and 
compared multiple VM kernel function on the 

Enron data set with different rates. In these 

tests, the performance of the linear kernel, 
polynomial kernel with degree one were equal. 

If the degree of the polynomial kernel 

increases, performance decreases. 

 
Tej 

Bahadur 
Shahi, 

Abhimanu 

Yadav 

 
2013 

 
Naïve Bayes and SVM were used to classify 

the Nepali SMS as Spam and non-Spam and it 
was found to be 87.15% accurate in SVM and 

92.74% accurate in the case of Naïve Bayes. 

 
 

 

TAN, Y 
and 

RUAN, G 

 
 

 

2014 

A hybrid method based on AIS and 
incremental SVM were suggested. A sliding 

window to effect the change of the content of 

email dynamically and label email was used. 
Experiments run on PU1 and Ling datasets 

with compared 8 methods. The results show 

that SVM group had a good performance with 
miss rate below 5% on corpus PU1. When the 

number of support vectors was growth, the 

speed would increase. The performance of AIS 
group has been unsatisfactory. On the other 

hand with the increase in size of window from 

3 to 5, the performance of WV group and AIS 
group had raised. 
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IV. EVALUATION OF SPAM DETECTION WITH 

IMPROVED SVM 

 

A.  Improved Support Vector Machines  

One common weakness from the point of parametric 

methods like SVM classification is that the computational 

complexity is not appropriate for data with high 

dimensions. Weight ratio is not constant, so the marginal  

value is varied. Also there is need to decide to choose a 

good kernel function in order to select and the proper 

value for C parameter. SVM is suitable to deal with the 

problems of limited training data features [67]. In 

researches of [55, 68-72], SVM is much more efficient 

than other non-parametric classifications for example 

Neural Networks, K-Nearest Neighbor in term of 

classification‟s accuracy, computational time and set the 

parameters but it has a weak function in the data set with 

high dimension features. Four classifications including 

neural networks, SVM, J48, simple Bayesian filtering 

were used for spam email data set. All emails were 

classified as spam (1) or not (0). Compared with the J48 

and simple Bayesian classifier with many features, it was 

reported that SVM, neural network and NN did not show 

a good result. Based on this fact, the researchers 

concluded that the NN and SVM are not suitable for 

classification of large datasets email. The result of the 

study of [64] revealed that SVM captures a high range of 

time and memory for big size of the data set. To solve the 

classification problem of SVM, the most effective and 

proper features are necessary as feature candidates rather 

than using the entire feature space and the sample choose 

as support vectors in order to keep performance and 

accuracy for SVM. 

 

B. Examining of Improved SVM in Spam Detection  

Wang et al proposed a new hybrid algorithm based on 

SVM and Genetic algorithms to select the best email 

features named GA-SVM and then compared it with SVM 

on UCI spam database. The experiments were represented 

that the new algorithm is more accurate. The accuracy 

rate for proposed method was 94.43 that 0.05 increased 

rather than SVM with accuracy rate 94.38%   [73]. Ben 

Medlock & Associates introduced a new adaptive method 

named “ILM
1
” which used the combination of Weights 

and N-gram language and in the end compared it with 

SVM, BLR
2
, MNB

3
. The results showed that the ILM 

accuracy is higher than other algorithms with 0.9123% 

                                                           
1 Interpolated Language Model 
2 Bayesian Logistic Regression 
3 Multinomial Naive Bayes 

and SVM accuracy was 0.8472% [74]. A new approach 

based Online SVM was proposed for spam filtering which 

was compatible with any new training set, for each 

system. In this method, an adaptive situation was 

provided for the parameter C (one of the main issues in 

the classification of SVM, the choice to obtain the 

maximum distance between a bunch of C) and then it was 

compared with SVM method. The proposed method 

accuracy was 0.1% more than SVM accuracy [75]. 

Blanco et al suggested a solution to reduce false negative 

errors based on SVM for spam filtering. In this study a 

combining of multiple dissimilarities of an ensemble of 

SVM is proposed. Results had shown that the proposed 

method was more efficient rather than SVM [76]. 

Blanzieri et al, had an improvement on the SVM classifier 

to detect spam by localizing data. In this reasearch, two 

algorithms were proposed and implement on TREC 2005 

Spam Track corpus and SpamAssassin corpus, one was 

the SVM Nearest Neighbor Classifier which was a 

combination of SVM and K Nearest Neighbor and the 

second one was HP-SVM-NN which was the previous 

algorithm with a high degree of probability. Both methods 

were compared with SVM and the results show that the 

accuracy of these two algorithms are higher than SVM 

with 0.01% higher[77]. Sun et al used two algorithms 

LPP
4
and LS-SVM

5
 in order to detect spam. They used 

LPP algorithm for extracting features from emails and 

LS-SVM algorithm for classification and detection of 

spams from mails received. Their results showed that the 

performance of proposed method was better than the other 

categories with the accuracy rate of 94% [78]. Tseng et al 

proposed an Incremental SVM for spam detection on 

dynamic social networks. The proposed system was called 

MailNET that installed on the network. Several features 

extracted from user for training on dataset of the network 

were applied and then updating plan with the incremental 

learning SVM. The proposed system implemented on a 

data set from a scale of university email server. Results 

have shown that the proposed MailNET was effective and 

efficient in real world  [79]. Ren proposed email spam 

filtering framework for feature selection using SVM 

classifier. In this way, (TF-IDF) weight was applied on 

features. The accuracy of proposed method on TREC05p-

1, TREC06p and TREC07p datasets were 98.830, 

99.6414% and 99.6327%. Experiments represent that the 

proposed method of feature extraction increases the 

effectiveness and performance of text detection with less 

computational cost and the proposed model can run on 

dataset in other languages, such as Japanese ,Chinese etc 

[80]. Rakse et al used SVM classifier for spam filtering 

and proposed a new kernel function called Cauchy kernel 

                                                           
4 locality pursuit projection 
5 least square version of SVM 
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function. Experiments run on ECML-PKDD dataset and 

results represented that the performance of the new kernel 

function was better AUC values on experiments of 

eval01,eval02 and eval03 datasets with the accuracy of 

0.72343%,  0.77703%,  0.89118% when C=1.0 [81]. 

Yuguo et al prepared a sequential kernel functions 

commonly called PDWSK to classify SVM. The kernel 

function had the ability to identify dependence criteria 

among existing knowledge when words created on the net 

and capable to calculate the semantic similarity in a text 

and had higher accuracy compared with SVM. The 

proposed method was run on trec07p corpus with 5-cross 

validation and compared with other kernel function of 

SVM such as RBF, Polynomial, SSK, WSK. The 

precision, recall and F1 measures for PDWSK were 

93.64%, 92.21%, 92.92% that were higher than the other 

kernel functions  [82]. A predictive algorithm combined 

with fuzzy logic, Genetic algorithms and SVM classifier 

with RBF kernel was presented. The proposed method 

used LIBSVM and MATLAB to implemented SVM, 

fuzzy rules and GA. The proposed method can detect 

errors in pages according to their SVM classification in 

comparison with standard SVM.  The accuracy of 

proposed method  had a higher efficiency with 95.6% 

[83]. Hsu and Yu proposed a combination algorithm from 

Staelin and Taguchi methods for the optimization of SVM 

with the choice of parameters for classifying spam email. 

The proposed method SVM (L64 (32X32X2)) were 

compared with other methods such as improved Grid 

search(GS), SVM(Linear), Naїve Bayes and 

SVM(Taguchi Method L32) on 6 data sets of Enronspam 

Corpa. If the parameters C and γ were not set up for linear 

kernel SVM, the accuracy of SVM(Linear) would lower 

than proposed method and Naїve Bayes algorithms. On 

the other hand, the proposed method was not the best 

accuracy and was lower than GS(32×32). But GS need 

computing 32×32 = 1024 times, searching and the 

proposed method required 64 times. The propose method 

was 15 times faster. The accuracy of proposed method 

was near to GS and can select good parameters for SVM 

with RBF kernel [84]. FENG and ZHOU proposed two 

algorithms OCFS
1
, MRMR

2
 for dimension reduction and 

elimination related features. They incorporated OCFS and 

MRMR and proposed OMFS
3
 algorithm. This algorithm 

had two phases: the first phase was OCFS algorithm 

which selected features from data space and useed in the 

next stage. The second phase of the algorithm used the 

characteristics of the candidates features which are 

selected then MRMR was used to reduce the redundant 

attributes. These algorithms reduce the dimensions on the 

                                                           
1 Orthogonal Centroid Feature Selection 
2 Minimum Redundancy Maximum Relevance 
3 Orthogonal Minimum Feature Selection 

classifications of Naive Bayes, KNN and SVM on PU1 

dataset. Results have shown that MRMR get the best 

feature selection accuracy in comparison of SVM, NB 

and KNN. The worst accuracy rate belongs to CHI. The 

accuracy of NB on CHI is lower than 85%. It also 

displays the poorer accuracy on SVM, with fluctuating 

on75%. The accuracy of KNN has increased with feature 

selection but even below 85%. Finally, with increasing 

feature of the proposed algorithm the accuracy, F-

Measure, ROCA on proposed method increases in 

comparison of the other algorithms [54]. Maldonado and 

Huillier, proposed a distributed feature selection method 

on datasets with minimal error determined nonlinear 

decision boundaries. Also by using two-dimensional 

formulation, can reduce the number of features are useless 

on SVM binary. With proposed method, the width of RBF 

kernel is optimized by using of the reduced gradient. 

Experiments run on 2 real world spam datasets. Results 

show that the proposed feature selection method perform 

better than the other feature selection algorithms when a 

smaller number of variables are using [85]. Yang et al 

used LSSVM
4
 algorithm to detect spam. These algorithms 

solved the problem of garbage tags. In this method, 

inconsistent changes in the structure of traditional SVM, 

is converted to a balanced structure. An empirical 

function for square errors exists in the test data set. So 

Quadratic Program (QP), convergent to the linear 

equations. This algorithm increases the speed and 

classification accuracy under high dimensional 

gisette_scale data set. LSSVM training time was near 

less10 times than SVM. The accuracy of SVM was 

47.50% and the LSSVM accuracy was 60.50%  [86]. 

Hong-liang ZHOU and LUO proposed a method by 

combining SVM and OCFS
5

 for feature selection 

algorithm to detect spams. Experiments were performed 

on 5 spam corpuses (ZH1, PU1, PU2, PU3 and PUA). 

The result showed that the proposed method compared 

with other traditional combinations, had better 

performance in terms of accuracy and F-Measure. The 

accuracy rate of proposed method was above 90% on 5 

dataset of spam corpuses [87]. GAO et al modify the 

SVM classifier by exploiting web link structure. They 

firstly construct the link structure preserving within-class 

scatter matrix with direct link matrix and indirect link 

matrix. Then they incorporate web link structure into 

SVM classifier to reformulate an optimization problem. 

The proposed method is useful for the link information on 

the web. Results show that the combination of web link 

structure and SVM can significantly outperform related 

methods on web spam datasets. The proposed method 

almost had better performs from the other method of 

                                                           
4 least Squares support vector machine classifiers 
5 Orthogonal Centroid Feature Selection 
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SVM on WEBSPAM-UK2006 except spam pages 

accuracy, followed by MCLPVSVM and MCVSVM. 

Also, the results on link features were better than results 

on other feature selection combination. It was clear that 

the proposed method had better performs on WEBSPAM-

UK2007 integral features. Although, the proposed method 

was just a little better than MCVSVM, it maybe had the 

reason that the indirect link matrix and the direct link 

matrix were both sparse matrices [88]. Renuka and et.al 

proposed a method name Latent Semantic Indexing (LSI) 

for feature extraction method to select the proper and 

suitable feature space. The Ling spam email corpus 

datasets was used for the experimentation. The accuracy 

of SVM (TF-IDF) was 85% while the accuracy of SVM 

(LSI) was 93% Then the performance improvement of 

SVM (LSI) over the SVM (TF-IDF) was 8% [89] The 

Summary of this section is shown in table 3.  

 
TABLE III. OVERVIEW OF IMPROVED SVM IN SPAM EMAILS 

 

Authors 

 

Year 

 

Idea 

 

Huai-bin Wang, 
Ying Yu, and 

Zhen Liu 

 

 

2005 

 
A new hybrid algorithm (GA-SVM) is 

proposed based on SVM and Genetic 

algorithm. GA used to select suitable email 
features. The proposed method was 

compared with SVM. Results show that 

the new algorithm was more accurate with 
0.05 increased. 

 

 

Ben Medlock, 

William Gates 
Building, JJ 

Thomson 
Avenue 

 
 

 
2006 

 

A new adaptive method named ILM was 

proposed which used the combination of 
Weights and n-gram language. ILM 

compared with SVM, BLR and MNB. The 
results showed that the ILM accuracy is 

higher than other algorithms with 

0.9123%. 

 

 
D.Sculley, 

Gabriel M. 

Wachman 

 

 
 

 

2007 

 
A new approach based Online SVM was 

proposed for spam filtering which was 

compatible with any new training set, for 
each system. In this method, an adaptive 

situation was provided for the parameter C. 

The proposed method had better 
performance rather than SVM and its 

accuracy was 0.1% more than SVM. 

 

Angela Blanco, 

Alba María 
Ricket, 

Manuel Martín-

Merino 

 

 
 

2007 

 
A solution to reduce false negative errors 

based on SVM for spam filtering is 

suggested. Then to achieve this goal an 
ensemble of SVM that hybrids multiple 

dissimilarities is proposed. Results have 

shown that the proposed method is more 
efficient rather than SVM with one branch. 

 
 

Enrico 
Blanzieri, 

Anton Bryl 

 
 

 
2008 

 

 

 

Two algorithms were proposed, one was 
the SVM Nearest Neighbor Classifier 

which was a combination of SVM and K 
Nearest Neighbor and the second one was 

HP-SVM-NN which is the previous 

algorithm with a high degree of 
probability. Results show that the accuracy 

of these two algorithms were higher than 

SVM with 0.01% higher. 

 
 

Sun X, Zhang 

Q, Wang Z 

 

 
2009 

 
Two algorithms LP Pand LS-SVM were 

proposed.  LPP algorithm used for feature 

selection and LS-SVM algorithm used for 
classification. The results showed that the 

performance was better than the other 

categories with the accuracy rate of 94%. 

 
 

Chi-Yao Tseng, 

Ming-Syan 
Chen 

 

 

2009 

 

An Incremental SVM for spam detection 

on dynamic social networks named 
MailNET was suggested. The proposed 

system was installed on the network. 

Several features extracted from user for the 
training of the network were applied and 

then updating plan for the incremental 

learning SVM. 

 

 
 

Qinqing Ren 

 

 
 

2010 

 

An email spam filtering framework for 

feature selection using SVM classifier was 

proposed. In this way, the attribute 
frequency (TF-IDF) weight is applied on 

features. The accuracy of proposed method 

on TREC05p-1, TREC06p and TREC07p 
datasets were 98.830, 99.6414% and 

99.6327% and proposed model can run on 
datasets in other languages, such as 

Japanese ,Chinese etc. 

 

Surendra Kumar 

Rakse,Sanyam 
Shukla 

 
 

2010 

 

A new kernel function for SVM classifier 
in spam detection was proposed, called 

Cauchy kernel function and the 

performance measured on ECML-PKDD 
dataset. Results are shown that the 

performance of the new kernel function is 

better than rest. 

 

 
Liu Yuguo , 

Zhu Zhenfang, 

Zhao Jing 

 
 

2011 

 

A sequential kernel functions commonly to 

classify SVM called DPWSK was 
proposed. DPWSK kernel can identify 

dependence criteria among existing 

knowledge and can calculate the semantic 
similarity in a text and had higher accuracy 

compared with SVM. Results show that 

precision=93.64%, recall=92.21% and 
F1=92.92% for PDWSK. 

 
S. Chitra, K.S. 

Jayanthan, S. 
Preetha, R.N. 

Uma Shankar 

 

 
2012 

 

 

A predictive hybrid algorithm with fuzzy 

logic, GA and SVM classifier was 
presented. The proposed algorithm can 

detect errors in pages according to fuzzy 
rules and GA and can classifier with SVM 

classification. Results show the accuracy 

of SVM had a higher efficiency with 

95.6%. 

 

Wei-Chih Hsu 

, Tsan-Ying Yu 

 

 

2012 

 

A combination Algorithm with Staelin and 

Taguchi methods to aim optimization of 
SVM and the choice of parameters for 

classifying spam email, have been 

proposed. The parameters of the proposed 
method with other methods such as 

improved grid search on 6 data sets were 

compared. The results show that the 
propose method was 15 times faster than 

GS and the accuracy of proposed method 

was near to GS. 
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Yu FENG, 
Hongliang Zhou 

 

 
 

2013 

 

A hybrid algorithms base on OCFS and 
MRMR for dimension reduction named 

OMFS was proposed. OMFS had 2 phases: 

first OCFS algorithm run to select features 
from data space second MRMR to reduce 

the redundant attributes. These algorithms 

reduce the dimensions of Naive Bayes, 
KNN and SVM on PU1 dataset. Results 

have shown that with increasing feature of 

the proposed algorithm, the accuracy, F-
Measure and ROCA on these classification 

have been increased. 

 

 

 

Sebastían 

Maldonado, 
Gaston 

L‟Huillier 

 
 

 

 
2013 

 

A distributed approach on datasets with 
minimal error was determined nonlinear 

decision boundaries. Also used two-

dimensional formulation to reduce the 
number of features on SVM binary. With 

proposed method, the width of RBF kernel 

is optimized by using of the reduced 
gradient. Results on 2 real spam dataset 

represented that the proposed feature 

selection method perform better than the 
other feature selection algorithms when a 

smaller number of variables were used. 

 

 
 

Xiaolei Yang , 

Yidan Su , 
JinPing Mo 

 

 

 
 

2013 

 
LSSVM algorithm is proposed to solve the 

problem of garbage tags. In this method, 

quadratic program (QP), convergent to the 
linear equations with inconsistent changes 

in the structure of traditional SVM that is 

converted to a balanced structure. Also an 
empirical function for square errors exists 

in the test data set. This idea increases 

speed and classification accuracy. LSSVM 
training time was near less10 times than 

SVM. The accuracy of SVM was 47.50% 

and the LSSVM accuracy was 60.50% 

 

 
Hong-liang 

Zhoou, Changy-

yong Luo 

 

 

 
2014 

 

A hybrid method base on and OCFS for 

feature selection is proposed. Experiment 
results are run on five spam corpuses 

(PU1, PU2, PU3, PUA and ZH1). The 

result showed that F-Measure and accuracy 
of proposed method are more excellent 

than other traditional combinations. The 

accuracy rate of proposed method was 
above 90% on 5 dataset of spam 

 

 
Shuang Gao, 

Huaxiang 
Zhang, Xiyuan 

Zheng, Xiaonan 

Fang 

 

 
2014 

 

A framework to modify the SVM classifier 

by exploiting web link structure is 
proposed. They firstly construct the link 

structure preserving within-class scatter 
matrix with direct link matrix and indirect 

link matrix. Then they incorporate web 

link structure into SVM classifier to 
reformulate an optimization problem. 

 

 

Renuka, K.D. , 
Visalakshi, P 

 
 

2014 

 

A method name Latent Semantic Indexing 

(LSI) for feature extraction is proposed. 
The Ling spam email corpus datasets was 

used for the experimentation. The accuracy 

of SVM (TF-IDF) was 85% while the 
accuracy of SVM (LSI) was 93%. 

 

 

V. CONCLUSIONS AND FURTHER WORK 

When spam email come to internet, they become a 

problem for Internet users to present a conservative 

estimate of 70 to 75 percent of email-related products. 

The most dynamic and best methods of machine learning 

techniques in spam filtering, is a high-speed filtering with 

high accuracy. In this paper we review and examine 

support vector machine to detect and classifier spam as 

standard and improved with combined with other 

classification algorithms, dimension reduction and 

improved with different kernel functions. SVM algorithm 

is suitable for pattern recognition, classification, or 

anywhere that needs to be classified in a special class, can 

be used. In some studies, its performance relative to other 

categories more thrust, because the data in the data 

training phase of support vectors are selected .In the 

computational complexity of high-dimensional data 

collection, the performance decrease, so it can be 

classified by algorithms reduce the size and selection of 

features to be combined or select good value for it's 

parameters like C and γ that some of them are mentioned 

in this article. 
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Abstract— Web service technology has gained more important 

role in developing distributed applications and systems on the 

Internet. Rapid growth of published web services makes their 

discovery more and more difficult. Nowadays, most of web 

service providers sign Services Level Agreement (SLA) contracts 

with their clients in order to guarantee the offered functionality 

of their services. This paper proposes an approach to monitor 

Quality of Services (QoS) in web service according to Service 

Level Objectives (SLO) in SLA. Monitoring procedures are 

introduced to check variations in the pre-agreed metric values of 

SLAs. Then, the deviation between the actual quality and the 

acceptable quality level can be identified and analyzed. Finally, 

the weaknesses of the web service practices can be discovered and 

solved. 

Keywords: Web Services, Services Level Agreement, Quality of 

Services, Web Service Level Agreement, Services Level Agreement 

Metric. 

I. INTRODUCTION 

A web service is a software system designed to support 

interoperable machine-to-machine interaction over a network 

[1,2, 3]. Other systems interact with the web service using 

Simple Object Access Protocol (SOAP) messages, typically 

conveyed using HTTP with an XML serialization in 

conjunction with other web-related standards [3,4, 5]. The web 

services architecture is based upon the interactions between 

three primary roles: service provider, service registry, and 

service requestor [6]. These roles interact using publish, find, 

and bind operations [7]. The service provider is the business 

that provides access to the web service and publishes the 

service description in a service registry [7]. The service 

requestor finds the service description in a service registry and 

uses the information in the description to bind to a service [7, 

8]. Service registry is a searchable registry of service 

descriptions where service providers publish their service 

descriptions [7]. A logical view of the web services 

architecture is shown in Figure 1. 

Web services are composed of functional and non-

functional attributes. The non-functional attributes are referred 

to as QoS. QoS is defined in [9], adapting from the definition 

of quality in ISO 8402, as a set of non-functional attributes of 

the entities used in the path from a web service repository to 

the consumer who relies on the ability of a web service to 

satisfy its stated or implied needs in an end-to-end fashion. 

Some examples of QoS attributes are performance, reliability, 

security, availability, usability, discoverability, and 

adaptability [10, 11].  

 
Figure (1): Web Services Architecture [8] 

 

A QoS attribute of web service may have a metric for 

quantification that can be used to assess the service’s 

performance [12]. This metric is specified in the web service 

contract between service partners. Measure provides a 

quantitative indication of the extent, amount, dimensions, 

capacity, or size of some attributes of a product or process 

[13]. Monitoring is the process of observing quality of the 

service over a period of time and to find the degree of 

deviation from the expected norm [14]. In the case of 
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monitoring statically composed services, corrective actions for 

SLA violations can be incorporated only by stopping the 

execution and resuming it with an alternate concrete 

composition [14].  

SLA is a contract between a network service provider and 

a customer that specifies what services the network service 

provider will provide. Many Internet Service Providers (ISP)s 

provide their customers with an SLA [8]. SLA faces many 

challenges such as: a lack of accurate input, involvement and 

commitment from the business and customers, the tools and 

resources required to agree, document, monitor, report and 

review agreements and service levels, the process becomes a 

bureaucratic, administrative process rather than an active and 

proactive process delivering measurable benefit to the 

business, business and customer measurements are too 

difficult to measure and improve, so are not recorded, 

inappropriate business and customer contacts and relationships 

are developed, high customer expectations and low perception, 

poor and inappropriate communication is achieved with the 

business and customers [15]. 

This paper proposes a proposed approach for monitoring 

QoS of SLA in web services. This approach used event-based 

monitoring and history-based monitoring. It includes many 

activities within SLA and checking actual metrics with pre-

defined to detect variations.  

The rest of this paper is divided into 6 sections. Section (II) 

explores Related Work. Section (III) defines SLA definition, 

importance, life cycle and Web Service Level Agreement 

(WSLA). Section (IV) discusses QoS Model. Section (V) 

introduces the proposed monitoring approach. Section (VI) 

summarizes conclusion and future work. 

II. RELATED WORK 

Many researchers in this domain focus on main points: 

monitoring of web services, SLA management including QoS 

management and mapping techniques of monitored metrics to 

SLA parameters and attributes. 

 Karthikeyan. J et al, propose a frame work called Quality 

based Dynamic Composition (QDC) framework. This 

framework includes ontology’s for improving the web 

semantic discovery and also provides the best service 

according to the customer specification as well as 

monitoring the execution of web service and evaluating 

the QoS parameters associated with web service [8].  

 Katawut Kaewbanjong et al, review attributes, 

categorization, and metric of QoS of web services. In 

addition, create a new classification scheme where each 

category under this scheme can point to the information 

needed for successful application of QoS attributes [13].  

 Shanmuga Priya R et al, propose an approach to monitor 

QoS properties of compositions that are dynamically 

composed. Aspect Oriented Programming (AOP) based 

approach is adapted for monitoring and triggering 

alternate service composition, in case of SLA violations. 

The proposed approach is demonstrated for an application 

of foreign exchange market that involves composing 

services at runtime [14]. 

 G. Dobson et al, present a unified QoS ontology 

applicable to the main scenarios identified such as QoS-

based web services selection, QoS monitoring and QoS 

adaptation [16].  

 S. Ran, proposes a QoS model and a Universal 

Description, Discovery and Integration (UDDI) extension 

for associated QoS to a specific web service. The author 

does not specify how QOS Model values are actually 

assessed and monitored. It is assumed that they are 

specified by the service provider in UDDI [17].  

 M. Comuzzi, proposes architecture for monitoring of 

SLAs considering two requirements introduced by SLA 

establishment: the availability of historical data for 

evaluating SLA offers and the assessment of the 

capability to monitor the terms in an SLA offer [18]. 

 H. G. Song et al, propose a simulation based web service 

performance analysis tool that calls the web service once 

under low load conditions and then transform these 

testing results into a simulation model [19]. 

 D. Gunter et al, present a NetLogger that is a distributed 

monitoring system, which monitors and collects 

information from networks. Applications can invoke 

NetLogger’s API to survey the overload before and after 

some request or operation. However, it monitors only 

network resources [20]. 

 T. Suzumura et al, work on performance optimizations of 

web services. Their approach is to minimize XML 

processing time by using differential deserialization [21].  

 B. Koller et al, discuss autonomous QoS management 

using a proxy-like approach. SLAs can be exploited to 

define certain QoS parameters that a service has to 

maintain during its interaction with a specific customer. 

However, their approach is limited to web services and 

does not consider requirements of cloud computing 

infrastructures like scalability [22].  

 M. Tian et al, present an approach for integrating QoS 

with web services. The authors implemented a tool-suite 

for associating, querying and monitoring QoS of a web 

service [23].  

 I. Brandic et al, present an approach for adaptive 

generation of SLA templates. SLA users can define 

mappings from their local SLA templates to the remote 

templates in order to facilitate communication with 

numerous cloud service providers. However, they do not 

investigate mapping of monitored metrics to agreed SLAs 

[24].  
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 I. Brandic et al, deal with QoS attributes for web services. 

They identified important QoS attributes and their 

composition from resource metrics. They presented some 

mapping techniques for composing QoS attributes from 

resource metrics to form SLA parameters for a specific 

domain. However, they did not deal with monitoring of 

resource metrics [25].  

 F. Rosenberg et al and L. Zeng et al, propose a QoS 

model and a middleware approach for dynamic QoS-

driven service composition. They investigate a global 

planning approach to determine optimal service execution 

plans for composite service based on QoS criteria [26,27]. 

 L. Zeng et al, introduce a model-driven approach for 

integrating performance prediction into service 

composition processes carried out using BPEL. They 

composed service SLA parameters from resource metrics 

using some mapping techniques. But they did neither 

consider resource metrics – nor SLA monitoring [28]. 

 

III. SERVICE LEVEL AGREEMENT (SLA) 

SLA sets the expectations between the consumer and 

provider [29]. It helps to define the relationship between the 

two parties. It manages how the service provider sets and 

maintains commitments to the service consumer [6]. A 

properly specified SLA describes each service offered and 

addresses:  

 How delivery of the service at the specified level of 

quality will become realized 

 Which metrics will be collected 

 Who will collect the metrics and how 

 Actions to be taken when the service is not delivered at 

the specified level of quality and who is responsible for 

doing them 

 Penalties for failure to deliver the service at the specified 

level of quality 

 How and whether the SLA will evolve as technology 

changes (e.g., multi-core processors improve the 

provider’s ability to reduce end-to-end latency) [30] 

 

SLAs can be either static or dynamic. A static SLA is an 

SLA that generally remains unchanged for multiple service 

time intervals. A dynamic SLA is an SLA that generally 

changes from service period to service period, to 

accommodate changes in provision of service. Any SLA may 

contain the following parts: purpose, parties, validity period, 

scope, restrictions, service-level objectives (availability, 

performance, and reliability), optional services, administration 

authority [31]. In the following sub-sections, the researchers 

explain SLA importance, SLA life cycle, and how to 

formulate SLAs in the web services. 

A. SLA Importance: 

SLA is important [32] because it sets boundaries for the 

following aspects of service provisioning. 

 Customer commitments: Focused on customer 

requirements and assure that the internal processes follow 

the right direction. 

 Key performance indicators for the customer service: 

Improved customer satisfaction stays a clear objective. 

 Key performance indicators for the internal organizations: 

Internal objectives become clearer and easier to measure. 

 The price of non-conformance: If the SLA has penalties 

non-performance can be costly. However, by having 

penalties defined, the customer understands that the 

provider truly believes in its ability to achieve the set 

performance levels.  

 

B. SLA Life cycle 

SLAs have a certain life cycle that consists of six phases 

[33] as shown in figure 2.  

1. Service and SLA Template Development: This phase 

includes the identification of (service consumer needs, 

appropriate service characteristics and parameters) that 

can be offered given the service execution environment, 

and the preparation of standard SLA templates.  

 

 
Figure (2): SLA Life Cycle  

 

2. Negotiation: This phase includes the negotiation of the 

specific values for the defined service parameters, the 

costs for the service consumer, the costs for the service 

provider when the SLA is violated, and the definition and 

periodicity of reports to be provided to the service 

consumer. 

3. Preparation: The service is prepared for consumption by 

the service consumer. This phase may require the 

reconfiguration of the resources that support service 

execution in order to meet SLA parameters. 

4. Execution: This phase is the actual operation of the 

service. It includes service execution and monitoring, 
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real-time reporting, service quality validation, and real-

time SLA violation processing. 

5. Assessment: This phase has two parts: 

 Assessment of the SLA and the QoS that is 

provided to an individual consumer. QoS, 

consumer satisfaction, potential improvements, 

and changing requirements are reviewed 

periodically for each SLA. 

 Assessment of the overall service. This 

assessment can be tied to an internal business 

review. Elements to be covered in this review are 

the QoS provided to all consumers, the need for 

the realignment of service goals and operations, 

the identification of service support problems, 

and the identification of the need for different 

service levels. 

6. Termination and Decommission: This phase deals with 

termination of the service for reasons such as contract 

expiration or violation of contract. Also, this phase deals 

with decommission of discontinued services. 

C. Expressing SLAs in the Web Service Level Agreement 

Language 

WSLA [34] was developed by IBM and is used to define 

SLA documents A WSLA is an agreement between a service 

provider and a customer and as such defines the obligations of 

the parties involved. It is the obligation of a service provider to 

perform a service according to agreed-upon guarantees for the 

service parameters on the technical level. The design goals of 

WSLA are a formal and flexible XML-based language for 

SLA definitions between different organizations. WSLA is 

structured in three sections the Parties section, the Service 

Description and Obligations section. The Parties section [35] 

identifies the contractual parties and contains the technical 

properties of a party, i.e. their address and interface 

definitions. The service description section [35] specifies the 

characteristics of the service and its observable parameters as 

follows: For every service operation, one or more binding. In 

addition, one or more SLA Parameters of the service may be 

specified. Obligations Section [35] defines the SLOs, 

guarantees and constraints that may be imposed on the SLA 

parameters. This allows the parties to unambiguously define 

the respective guarantees they give each other. The WSLA 

language provides two types of obligation are Service Level 

Objectives represent promises with respect to the state of SLA 

parameters and Action Guarantees are promises of a signatory 

party to perform an action. This may include notifications of 

service level objective violations or invocation of management 

operations. 

IV. SLA QUALITIES 

There are two categories of qualities that can be specified 

in SLAs [31, 33]: measurable and unmeasurable. Figure 3 

shows the two categories of SLA qualities.  

A. Measurable Qualities 

Measurable qualities can be measured automatically using 

metrics; for example, the percentage of time a system is 

available. Measurable qualities include accuracy, availability, 

capacity, cost, latency, provisioning-related time, reliable 

messaging, and scalability. 

 Accuracy: is concerned with the error rate of the service. 

It is possible to specify the average number of errors over 

a given time period. 

 Availability: is concerned with the mean time to failure 

for services. It is possible to specify 

o The system’s response when a failure occurs 

o The time it takes to recognize a malfunction 

o How long it takes to recover from a failure 

o Whether error handling is used to mask failures 

o The downtime necessary to implement upgrades 

(may be zero) 

o The percentage of time the system is available 

outside of planned maintenance time 

 Capacity: is the number of concurrent requests that 

can be handled by the service in a given time period.  

 

 
Figure (3): SLA Qualities 

 

 Cost: is concerned with the cost of each service request. 

It is possible to specify 

o The cost per request 

o The cost based on the size of the data 

o Cost differences related to peak usage times 

 Latency: is concerned with the maximum amount of time 

between the arrival of a request and the completion of that 

request. 

 Provisioning-related time: (e.g., the time it takes for a 

new client’s account to become operational) 
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 Reliable messaging: is concerned with the guarantee of 

message delivery. It is possible to specify 

o How message delivery is guaranteed (e.g., exactly 

once, at most once) 

o Whether the service supports delivering messages in 

the proper order 

 Scalability: is concerned with the ability of the service to 

increase the number of successful operations completed 

over a given time period. It is possible to specify the 

maximum number of such operations. 

B. Unmeasurable Qualities 

Unmeasurable qualities are those that cannot be measured 

automatically from a given viewpoint; for example, 

determining the cost of changing a service is difficult to 

automate. Measurable qualities include interoperability, 

modifiability, and security. 

 Interoperability: is concerned with the ability of a 

collection of communicating entities to share specific 

information and operate on it according to an agreed-upon 

operational semantics.  

 Modifiability: is concerned with how often a service is 

likely to change. It is possible to specify how often the 

service’s 

o Interface changes 

o Implementation changes 

 Security: is concerned with the system’s ability to resist 

unauthorized usage, while providing legitimate users with 

access to the service. It is also characterized as a system 

providing non-repudiation, confidentiality, integrity, 

assurance, and auditing. It is possible to specify the 

methods for  

o Authenticating services or users 

o Authorizing services or users 

o Encrypting the data 

 

V. THE PROPOSED APPROACH FOR MONITORING QOS 

USING SLAS IN WEB SERVICE 

An official agreement between the service provider and 

user is required to guarantee the defined level of the web 

service performance based on service quality factors. Such a 

service level agreement may be very comprehensive and at the 

same time very specific. The service level agreement may 

include the procedures to be followed by the provider and user 

in the case when either party fails to follow the agreement. 

The researchers propose an approach for monitoring QoS 

of web service using SLA between consumer and provider as 

shown in Figure (4) illustrates the proposed approach for 

monitoring QoS using SLA. This approach used Event-based 

monitoring and history-based monitoring. The event- based 

monitoring is listening to the events in parallel to the 

execution of a business process to verify nonfunctional 

qualities of a service. History-based monitoring is an 

extension to event-based monitoring by collecting events in a 

history event repository. It is possible to recognize upon QoS 

requirements that deal with a history of process executions. An 

example of such a requirement could be “eighty percent of the 

times a process goes into execution it must complete within 

one minute”.  

 
Figure (4): Proposed monitoring QoS using SLA 

 

 

33 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



(IJCSIS) International Journal of Computer Science and Information Security,  

Vol. 13, No. 1, January 2015 

 

 

 

The proposed approach includes the following activities:  

1. Open SLA document. 

2. Parse SLA document. 

3. Extract Service Level Objective (SLO). 

4. Extract metrics values from monitoring mechanism. 

5. Compute additional metrics. 

6. Detect Variant finder between actual & predefined value. 

7. Extract QoS variation report. 

 

A. Open SLA document 

In this approach, evaluation procedures run on consumer’s 

service. The values of the SLA parameters are input for the 

evaluation procedure, which can run on:  

o Either the service consumer or service provider  

o Both the service consumer and service provider 

B. Parse SLA document 

As described in section, a WSLA document divides an 

SLA into three sections: parties, service description, and 

obligations as described in section 2. The WSLA language is 

based on XML; it is defined as an XML schema then WSLA 

document is parsed to save it. 

C. Extract Service Level Objective (SLO) 

In the obligations define the SLO, that is, guarantees and 

constraints that may be imposed on the SLA parameters. SLA 

parameters define the metrics values that were agreed between 

the service provider and the client. The following elements of 

the WSLA document [30] are collected and saved it to 

database: 

o The web service name 

o The obliged party is the name of a party that is in charge 

of delivering what is promised in this guarantee. 

o The start of validity period 

o The end of validity period 

o The predicate that applies for the specific value 

o The name of the SLA parameter 

o The agreed value of the SLA parameter and 

o The Evaluation Event defines when the expression of the 

service level objective should be evaluated. 

 

The example shows in figure 5 a service level objective 

given by ACMEProvider for one month in 2002. It guarantees 

that the SLA parameter AverageResponseTime must be less 

than 0.5 if the SLA parameter Trans actions is less than 10000. 

This condition should be evaluated each time a new value for 

the SLA parameter is available.  

D. Extract metrics values from monitoring mechanism 

Monitor web service to collect all the metrics that are 

available and composed metrics, such as minimum response 

time, average response, Total number of authentication 

failures, total number of authentication successes, total 

number for requests that caused SOAP faults and Total 

number of successful invocations of the method. All this 

metrics (monitoring metrics and composed metrics) save it in 

database to can make History-based monitoring. 

 

 
Figure (5): Service Level Objective example in WSLA [36] 

 

E.  Compute additional metrics 

There are some other metrics that can be calculated using 

the metrics collected from monitoring web service such as 

availability. Availability [37] is the probability that a service is 

up and running. It can be calculated in the following way:  

 

Availability= (MTBF/ (MTBF+NTTR))*100 

 

Mean Time Between Failures (MTBF) [37] is the average 

time that a web Service can perform its agreed Function 

without interruption. Mean Time To Repair (NTTR) [37]: The 

average time taken to repair a web after a Failure. 

F.  Detect Variant finder between actual & predefined value 

This step is responsible for comparing between SLO 

(predefined value) and monitoring correspond the SLA 

parameters at runtime (actual value). Once the variant is 

detected, the variant does not fulfill the system quality 

requirement; the validator checks if this variant accepted or 

not. If the variant not accepted then the validator add this item 

into the report.  This step is made for each SLO. In table 1, 

examples describe this step. 
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Table 1. Examples of Variant Finder Between Actual & Predefined Value 

SLO Name Constrain Predefine 

metrics 

Actual 

metric 

variant 

accepted 
Condition_ 

SLO_for_ 

Avgthroughput 

Over utilized 

<0.30 

Avgthroughput 

>1000 

Avg 

throughput 

=950 

Yes 

Condition_ 

SLO_for_ 

ResponseTim 

 

Transaction 

<10000 

Average 

ResponseTime 

<0.5 

Average 

ResponseTime 

=0.25 

No 

Add this 

item to 

report 

 

G. Extract QoS variation report  

After the SLO metrics is finished. The validator extracts 

report about the QoS variant and sent it to corrective 

management to carry out actions. The Management Service 

will retrieve the appropriate actions to correct the problem, as 

specified in the SLA to improve the quality of service. 

VI. CONCLUSION AND FUTURE WORK 

This paper aimed to propose an approach for monitoring 

QoS using SLA in web Services. Therefore, the researchers 

studied many attempts of monitoring of web services, SLA 

management including QoS management, and metrics of 

monitoring QoS. Then, the researcher proposed an approach 

that consists of seven steps: open SLA document, parse SLA 

document, extract service level objective, extract values of 

metrics from monitoring mechanism, compute additional 

metrics, detect variant between actual & pre-defined value, 

and finally extract QoS variation report. The QoS variation 

report can help in achieving higher quality of web services. 

The researchers conclude that a special attention must be 

given to SLA in dealing with the quality of web services.  

In future, the researchers aim to apply the proposed 

approach using real data of web services and compare the 

results with other results produced from other evaluation 

techniques of web services quality. In addition, the researchers 

aim to enhance the proposed approach by examining more 

formulas for all possible metrics, ranking and classification of 

the metrics to extract the most important set, and/or utilizing 

the good practices of other evaluation techniques.  
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Abstract—Effort estimation in the domain of software 

development is a process of forecasting the amount of effort 

expressed in persons/month required to develop software. Most 

of the existing effort estimation techniques are suitable for 

traditional software projects. The nature of agile software 

projects is different from traditional software projects; therefore 

using the traditional effort estimation techniques can produce 

inaccurate estimation. Agile software projects require an 

innovated effort estimation framework to help in producing 

accurate estimation. The main focus of this paper is the 

utilization of fuzzy logic in improving the effort estimation 

accuracy using the user stories by characterizing inputs 

parameters using trapezoidal membership functions. In this 

paper, the researchers proposed a framework based on the fuzzy 

logic which receives fuzzy input parameters of Story Points (SP), 

Implementation Level Factor (ILF), FRiction factors (FR), and 

Dynamic Forces (DF) to be processed in many successive steps to 

produce in final the effort estimation. The researchers designed 

the proposed framework using MATLAB to make it ready for 

later experiments using real data sets. 

Keywords: Agile software development, Effort estimation, story 

points, fuzzy logic 

I. INTRODUCTION 

Software project management is the process of planning, 

organizing, staffing, monitoring, controlling and leading a 

software project. Project life cycle consists of four phases [9, 

14]: Project initiation, project planning, project execution, and 

project closure. Project planning is a crucial phase in software 

project life cycle because it includes many challenging 

activities that are necessary; such as software estimation 

process that includes estimating the size of the software product 

to be produced, estimating the effort required, developing 

preliminary project schedules, and finally, estimating overall 

cost of the project. 

Effort estimation is the process of predicting the amount of 

effort that is expressed by the number of persons per month 

required to develop or maintain software projects based on 

incomplete and uncertain requirements. Effort estimates may 

be used as input to project plans, iteration plans, budgets, and 

investment analyses. 

Software development is a mentally complicated task [52]. 

Therefore, different software development methodologies and 

quality assurance methods are used in order to attain high 

quality, reliable, and bug free software [18]. In recent years, 

agile software development methods have gained much 

attention in the field of software engineering [32]. Agile 

methodologies emphasize on working software as the primary 

measure of progress [18, 4].  Agile methods deal with unstable 

and volatile requirements by using a number of techniques, 

focusing on collaboration between teamwork and customers 

and support early product delivery [4]. The traditional effort 

estimation techniques require modifications or improvements 

to be suitable for agile software methodologies. Therefore, this 

paper aims to propose an innovated effort estimation 

framework to help in producing accurate estimation. The 

proposed framework depends on utilization of fuzzy logic, SP, 

ILF, FR, and DF. 

The rest of this paper is divided into seven sections. Section 

II introduces an overview on agile software development that 

includes main characteristics of agile software process and 

examples of agile methods. Section III presents a brief 

introduction of fuzzy logic. Section IV introduces a literature 

review that includes some important papers and researches in 

effort estimation. Section V introduces effort estimation 

techniques and focuses on story points. Section VI introduces 

the proposed framework and explains the main steps required 

to reach a final effort estimation using this framework. Section 

VII introduces the conclusion of the paper including the main 

ideas discussed in the paper. Section VIII introduces the ideas 

that are expected to be focused in the future. 

II. AGILE SOFTWARE DEVELOPMENT 

Agile Software Development (ASD) is a group of software 

development processes that are iterative, incremental, self-

organizing and emergent [10]. In addition, it can be defined as 

a connotation of flexibility, nimbleness, readiness for motion, 

activity, dexterity in motion, and adjustability [17]. Agile 

methodologies are a lightweight, efficient, low-risk, flexible, 

predictable, scientific, and fun way to develop software. In 

ASD, the time and resources are available which is generally 
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considered to be fixed [17]. In traditional methods, the time and 

resources are flexible while the functionality is considered 

fixed in comparison with the agile one [17]. The agile 

Manifesto was created in February 2001 that included the 

twelve principles on agile software development [7]. There are 

several agile methods based on the idea of agile manifesto. 

Examples of such methods are Dynamic Systems Development 

Method (DSDM), eXtreme Programming (XP), Feature Driven 

Development (FDD) and SCRUM [4, 10, 13, 17, 19, 24, 29]. 

The characteristics of ASD process include: modularity on 

development process level, iterative with short cycles, time-

bound with iteration cycles, economic in development process, 

adaptive, incremental, minimize the risks, people oriented, and 

collaborative and communicative [10,17]. The advantages of 

agile software development include: Revenue, quality, 

visibility, risk management, agility, customer satisfaction and 

help to generate the right product. The revenue refers to the 

incremental nature of agile development enabling to be realized 

early as the product continues to develop. The visibility refers 

to encourage throughout the product development and a very 

cooperative approach. In addition, in ASD the small 

incremental releases are visible to the product owner and 

product team which help them to identify any issues early and 

make it easier to respond to change.  

In traditional methodologies, a team member’s workload 

capacity is determined by the manager who estimates how long 

certain tasks will take and then assigns work based on that team 

member’s total available time. On other hand, in agile 

methodology the works are assigned to an entire team, not to an 

individual member. In addition, agile methodology adopts self-

organization of team as a success factor that must be 

encouraged. Figure 1 shows the effort estimation in scrum 

methodology which takes place in the pre-game phase.  In the 

sprint planning meeting, the team sits down to estimate its 

effort for the stories in the backlog. The team shares the 

concepts and scales that were learned.  The product owner 

needs these estimates to prioritize items in the backlog, and 

forecast releases based on the team’s velocity [33]. 

III. FUZZY LOGIC 

Fuzzy Logic (FL) is a methodology to solve problems 

which are too complex to be understood quantitatively [5]. It is 

based on fuzzy set theory and introduced in 1965 by Lotfy 

Zadeh [1]. The Fuzzy Logic System deals with fuzzy 

parameters, which address imprecision and uncertainties, by 

mapping out the path of a given input to an output using the 

computing framework called the Fuzzy Inference System (FIS). 

A fuzzy Inference system is a knowledge based or rule based 

system. FIS consists of four components they are: Fuzzifier, 

Fuzzy Rule Base, Fuzzy Inference Engine, and Defuzzification. 

The fuzzifier converts the crisp input into a fuzzy set that is a 

non-traditional type of sets which allows an element to have a 

partial degree of membership. The membership refers to the 

degree of inclusion to specific set .There is many membership 

functions but in this research we will use the triangle 

membership function is represented by Eq. (1) in below [12]: 

Triangle(x: a, b, c) = max (min (
    

   
,
   

   
), 0)                    (1) 

 

 

Figure 2 shows the shape of the triangular membership 

function.  

 

 

1 

0 

µ(x) 
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 0                               x< a 

   

   
                              a≤ x≤ b 

   

   
                              b≤ x≤ c 

0                               x> c 

Triangle (x: a, b, c) 

= 

Figure 1: Scrum process [29] 

Figure 2: Triangular membership function[12] 
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A fuzzy inference engine is a collection of IF -THEN rules 

stored in fuzzy rule base is known as inference engine. 

Defuzzification is the process which refers to the transform of 

fuzzy output into crisp output. The most common tools that is 

used for fuzzy systems is MATLAB which used for defining 

the input, output, inference rules, and the shape of membership 

function  for the fuzzy system.  

Software effort estimation is one of the most challenging 

activities in project development phases [22, 34]. However, the 

process of effort estimation is uncertain in nature as it largely 

depends upon some attributes that are quite unclear during the 

early stages of development. Fuzzy logic provides the concept 

of fuzzy sets to handle vague and inaccurate data [1]. 

IV. LITERATURE REVIEW 

There are many papers and researches in effort estimation. 

The following are some examples of these literatures: 

 

 Masateru T., et al, introduced revisiting software 

development effort estimation based on early phase 

development activities. This research aims to examine the 

relationship of early phase effort and software size with 

software development effort.  The proposed model was 

constructed using early phase effort and software size. 

This model was evaluated by using the International 

Software Benchmarking Standards Group (ISBSG) 

dataset that collected from software development 

companies. The result of the experiment showed that 

when both software size and sum of effort needed for 

planning and requirement analysis phase were used as 

explanatory variables, the estimation accuracy was most 

improved [23]. 

 Andreas S., et al, introduced a guide to estimates the 

effort in agile software development. This study provides 

an investigation about estimation possibilities, especially 

for XP. It is focused on characteristics of agile 

methodologies. This study provides guidelines for 

measurement aspects within XP project. The proposed 

guide was evaluated using a survey which consists of 17 

questions. Each question considers reflect the agile 

methodologies and effort estimation. The survey shows 

that, the benefit of agile methods is difficult to assess at 

the moment. Especially the costs of maintenance projects 

must be taken into account for it [3]. 

 Amrita R., et al, introduced a guide to optimizing the cost 

and effort in scrum projects using function point with 

COCOMO model. The proposed guide used on the real 

case study Xsset for estimation. Furthermore, it is show 

the different tracking tools and representation used to 

optimize the performance like run chart, JIRA, SVN and 

SCTM. This research was concluded the agile 

methodology is very effective in software development. 

Also, they concluded that by merging the two estimation 

models can be improving the effort applied and saving the 

cost [2]. 

 Shahrukh Z., et al, introduced an effort estimation model 

for agile software development to accommodate most of 

the characteristics of agile methodology, especially 

adaption and iteration, where it is focused on user stories 

of as base for estimation. The model was evaluated using 

the empirical data collected from 21 software projects. 

The experimental results show that model has good 

estimation accuracy in terms of the Mean Magnitude of 

Relative Error (MMRE) and probability of a project 

having a relative error of less than or equal to L PRED 

(L). MMRE and PRED are computed from the relative 

error, which is the relative size of the difference between 

the actual and estimated value of individual effort [33]. 

 Ziauddin A., et al, introduced a fuzzy logic based software 

cost estimation Model. This study aims to utilize a fuzzy 

logic model to improve the accuracy of software effort 

estimation. The main idea in this study is fuzzifing input 

parameters of COCOMO II model and the result is 

defuzzified to get the resultant Effort. Triangular fuzzy 

numbers are used to represent the linguistic terms in 

COCOMO II model. The results of this model are 

compared with COCOMO II and Alaa Sheta Model. The 

proposed model yields better results in terms of MMRE, 

PRED (n) and Variance Account for (VAF). VAF is used 

in the context of statistical models whose main purpose is 

the prediction of future outcomes on the basis of other 

related information [34]. 

 Vishal S., et al, introduced optimized fuzzy logic based 

framework for effort estimation in software development. 

The performance of the proposed framework is 

demonstrated in terms of empirical validation carried on 

live project data of the COCOMO public database. The 

performance of the framework is evaluated using live 

project data of the COCOMO public database. It is shows 

that the proposed framework can be deployed on 

COCOMO II environment with experts providing 

required information for developing fuzzy sets and an 

appropriate rule base [30]. 

 Ratnesh L. and  Abhay K., introduced an estimation  

model for agile web based that aim to address the 

numerous open issues in web development particularly in 

context to agile software development by analyzing data 

from completed agile Web development projects. This 

study identifies the difference between traditional and 

web projects. Furthermore, it is offers a tool for effort 

estimation based on agile manifestoes and web 

characteristics [26]. 

 Abeer H. introduced   a model based on a fuzzy logic for 

enhancing the sensitivity of COCOMO cost model. This 
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study enhances the accuracy and sensitivity of COCOMO 

81 intermediate by fuzzifying the cost drivers. This model 

was implemented through the MATLAB. The dataset was 

collected from six NASA centers and covers a wide range 

of software domains, development process, languages and 

complexity, as well as fundamental differences in culture 

and business practices between each centre. The results 

showed that the sensitivity of the proposed fuzzy model is 

superior to COCOMO81 intermediate [1]. 

 Jitender Choudharia and Ugrasen Suman, introduced 

software Maintenance Effort Estimation Model (SMEEM) 

for software maintenance estimation. The proposed model 

was uses SP to calculate the volume of maintenance and 

value adjustment factors that are affecting story points for 

effort estimation. The proposed model is illustrated with 

various types of maintenance projects such as web based 

application, MIS and critical project. It is designed to help 

the project manager in charge of software maintenance to 

calculate the estimated software maintenance effort in 

terms of Adjusted Story Point (ASP), size, cost and 

duration. It generates the more realistic and precise 

estimation results. This model is applicable only for agile 

and extreme programming based maintenance 

environment [16]. 

V. EFFORT ESTIMATION TECHNIQUES  

Software effort estimation techniques can be classified into 

algorithmic and non-algorithmic models [26]. The most 

popular models that were classified as non-algorithmic 

technique are: 

 Expert judgment. 

 Thumbs rule. 

 Delphi technique. 

 Wide band delphi technique. 

 Parkinson’s law. 

 Pricing to win. 

 Probe software process. 

 Team software process technique planning. 

 

The recent researches focused on an algorithmic model 

such as [6, 20, 26]: 

 Line Of Code (LOC). 

 Functions point matrics. 

 COCOMO and COCOMO-II. 

 Object points. 

 Software life cycle management. 

 Use case estimation. 

 Story points [8,11,33]. 

Algorithmic models are based on the statistical analysis of 

historical data. These models require accurate input of specific 

attribute such as line of code LOC, function points FP, number 

of user screens, complexity, and velocity [8,  33].  

In this paper, the researchers focused on the story point for 

estimating the efforts in agile software development. The story 

point is the most common estimation technique for agile 

software development [8, 11, 33]. 

 Story points refer to an estimate of the relative scale of the 

work in terms of actual development effort. Story points are 

usually expressed either in numbers that follow the Fibonacci 

series, t-shirt sizes (XS, S, M, L, XL, XXL) or even dog breeds 

(Chihuahua to Great Dane) [33]. Fibonacci series are a 

sequence of numbers where each number is the sum of the 

previous two. Fibonacci numbers are 1, 2, 3, 5, 8, 13, 21, etc. 

Story point estimation is done using relative sizing by 

comparing one story with a sample set of previously sized 

stories. Relative sizing across stories tends to be much more 

accurate over a larger sample, than trying to estimate each 

individual story for the effort involved.  Planning poker is one 

of the most useful tools in agile software development [31].  

In ASD, each member of the team is given a group of index 

cards. Each index card represents a size in user story sequence. 

Each member of the team then chooses a card representing 

their estimate of the effort involved in completing a particular 

user story, and places that card face down in front of them.  

The agile effort estimation includes story size, complexity, 

implementation level factor, and velocity [8].  Story size refers 

to an estimate of the relative scale of the work in terms of 

actual development effort. The values assigned are usually 

taken from the Fibonacci sequence.  The assigned values can 

be changed by the team itself or even the criteria can be 

redefined.   The Complexity (Com) scale assigned like a story 

size by using Fibonacci sequence. The user stories grouped 

according to the characteristics of agile methods [21]. Also, 

these groups can be adjusted by the team itself.  

The velocity refers to how much product backlog effort a 

team can handle in one unit of time. Actual velocity of any 

development project varies with the size and experience of a 

team [34].  Computing velocity helps the team to improve their 

estimates over the life span of a project. In addition, the 

velocity refers to the team’s capacity which enables release 

planning and over time calculations.  

Optimization process refers to studying the project 

constraints which should be completed before the calibration to 

improve the stability of the velocity calculation. This process 

includes two factors they are FR and DF. The friction includes 

a range of factors that may affect the team velocity they are 

team composition, process, environmental factors, and team 

dynamic [15]. The composition of the team concerns the skills 

and attitudes of team members. The process factor refers to the 

percentage of change in the agile methods, release, building 

and testing. The environmental factors refer to the noise, poor 

ventilation, poor lighting, uncomfortable seating and desks, 

inadequate hardware or software. Team dynamics are patterns 

of interaction among team members that determine the 

performance of the team.  
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Table 1 shows the FR with a range of values. Each factor 

has been adjusted according to their risk level (stable, volatile, 

highly volatile, and very highly volatile). 

TABLE 1: FRICTION FACTORS [33] 

Friction factors Stable volatile Highly 

volatile 

Very highly 

volatile 

Team 

composition 

1 .98 .95 .91 

Process 1 .98 .94 .89 

Environmental 

factors 

1 .99 .98 .96 

Team dynamic 1 .98 .91 .85 

DF refers to the factors that could lead to loss of velocity 

[33]. These factors are unpredictable and unexpected. DF 

including nine factors: team changes, new tools, vendor 

defects, responsibilities out of the project, personal issues, 

stakeholders, unclear requirements, changing requirements, and 

reallocation. Those factors are ranked from (Normal, high, very 

high, and extra high). Table 2 shows the assigned values for 

those factors.  

TABLE 2: VARIABLE FACTORS [33] 

Variable factors Normal High Very 

High 

Extra 

High 

Expected to team change 1 .98 .95 .91 

Introduction to a new tools 1 .99 .97 .96 

Vendor’s Defect  1 .98 .94 .90 

Team member’s 

responsibilities outside the 

project 

1 .99 .98 .98 

Personal Issues  1 .99 .99 .98 

Expected Delay in 

Stakeholder response  

1 .99 .98 .96 

Expected Ambiguity in 

Details  

1 .98 .97 .95 

Expected Changes in 

environment  

1 .99 .98 .97 

Expected Relocation  1 .99 .99 .98 

 

VI. PROPOSED FRAMEWORK 

The process of effort estimation is uncertain in nature as it 

largely depends upon some attributes that are quite unclear 

during the early stages of development [26]. Fuzzy logic 

provides the concept of fuzzy sets to handle vague and 

inaccurate data. Its address imprecision and uncertainties, by 

mapping out the path of a given input to an output using the 

computing framework called the FIS.  It consists of four main 

components; they are: Fuzzifier, fuzzy rule base, fuzzy 

inference engine, and defuzzification.  The fuzzifier converts 

the crisp input into a fuzzy set by using a membership function. 

Fuzzy rule base which represented by if-then rules. Fuzzy 

inference engine is a collection of if -then rules. 

Defuzzification is the process that refers to the translation of 

fuzzy output into crisp output. The MATLAB Fuzzy Inference 

System was used in the fuzzy calculations. 

 

Figure 3 shows that the flowchart of the proposed 

framework starts with inputs SP, ILF, FR, and DF. Then, these 

inputs are fuzzfied to obtain fuzzy sets using the triangular 

member function. Rule base includes a group of IF-Then rules 

that define the complexity and velocity fuzzy variables. The 

FIS evaluates all rules of the rule base. The resulted fuzzy set is 

deuzzfied to a crisp value and then the complexity and velocity 

are calculated. Finally, the effort is estimated using the resulted 

complexity and velocity. 

 

 

Figure 3: Proposed framework Flowchart 

 

Figure 4 shows the proposed framework for effort 

estimation in agile project based on fuzzy logic which consists 

of three phases: The first phase refers to input that includes four 

inputs SP, ILF, FR, and DF. These input variables are changed 

to fuzzy variables based on fuzzification process. In the story 

point the terms Very Small Story (VSS), Small Story (SS), 

Medium Story (MS), Large Story (LS), and Very Large Story 

(VLS) were defined for that input.  
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Table 3 shows the weight of SP which can have many 

iterations depending upon the system requirements. The 

weights assigned for each user stories are predicted by using 

Fibonacci sequence.  

TABLE 3: SP WEIGHTS 

Term Wight 

Very Small Story (VSS) 1 

Small Story (SS) 2 

Medium Story (MS) 3 

Large Story (LS) 5 

Very Large Story (VLS) 8 

 

Figure 5 shows the linguistic variables for a story point 

which has a range of weight (VSS, SS, MS, LS, and VLS). 

 

In ILF includes the terms Off the Shelf (OS), Full 

Experience Components (FEC), Partial Experience 

Components (PEC), and New Components (NC). Table 4 

shows the scaling factor for implementation level which 

represents the level of understanding each user story.  

TABLE 4: ILF SCALING  

Term Scale 

Off the Shelf (OS) 1 

Full Experience Components (FEC) 2 

Partial Experience Components (PEC) 3 

New Components (NC) 4 

 
Figure 6 shows the linguistic variables for implementation 

level which has a range of weight (OS, FEC, PEC, and NC).   

 

Figure 4: Proposed Framework for Effort Estimation ASD 

Figure 5: Linguistic variables for SP Figure 6: Linguistic variables for ILF 
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Table 5 shows the Com in the terms Very Low (VL), Low 

(L), Medium (M), High (H), and Very high (VH). The 

complexity has been determined based on the user stories in 

ILF. For example, if the user story is very low and ILF is OS, 

then Com is very low. 

  TABLE 5: COM LEVELS 

Term Level 

Very Small Story (VSS) 1 

Small Story (SS) 2 

Medium Story (MS) 3 

Large Story (LS) 5 

Very Large Story (VLS) 8 

 

Figure 7 shows the linguistic variables for a complexity 

which has a range of weight (VL, L, M, H, and VH). 

 

 
The effort for the complete project will be the sum of 

membership degree of SP, ILF, and Com for all individual user 

stories. The Eq. (2) show the fuzzy story size (FSS) by using 

the triangle membership function µ.  
 

 

FSS= SP.µSP ×       
    

    ×       
    

                       (2) 
 
 

FR includes the terms Stable(S), Volatile (V), Highly 

Volatile (HV), and Very Highly Volatile (VHV) were defined 

for the four variables team composition, process, 

environmental factors, and team dynamic.  Figure 8 shows the 

linguistic variables for a team composition which has a range 

of weight (S, V, HV, and VHV). 

 DF includes the terms Normal (N), High (H), Very High 

(VH), and Extra High (EH) were defined for the nine variables 

they are: Expected to team change, introduction to new tools, 

vendor’s defect, team member’s responsibility outside the 

project, personal issues, expected delay in stakeholder 

response, expected ambiguity in details, expected changes in 

environment, and expected relocation.  Figure 9 shows the 

linguistic variables for expected to team change which has a 

range of weight (N, H, VH, and EH). 

 

 

Fuzzy FR (FFR) is calculated as product of all four 

components of FR and the membership degree. Eq.3 Shows the 

FFR calculation by using the triangle membership function µ:   

 
 

FFR=    
      

                                                                    (3) 
 

 
The Deceleration (D) represents the rate of negative change 

of velocity. The D and adjusted Velocity (V) are calculated as [ 

33]:   

D=FR x DF                                                                               (4) 

V= (VI) 
D
                                                                            (5) 

 

The compilation time (T) is calculates by the following 

formula [33]: 

                   
 

 
                                                                     (6) 

 

Figure 7: Linguistic variables for Com 

Figure 8: Linguistic variables for FR 

Figure 9: Linguistic variables for DF 
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The second phase is inference engine which run on a set of 

fuzzy rules. The Fuzzy Model rules contain the linguistic 

variables related to the agile project. This is sample of the rules 

that represent the proposed framework below: 

 

 
IF SP is VSS and ILF is OS THEN Com is VL 
IF SP is VLS and ILF is NC THEN Com is VLS 
IF SP is MS and ILF is OS THEN Com is SS 
IF SP is LS and ILF is PEC THEN Com VLS 
 

 
The third phase a defuzzification process which is 

calculates and converts the fuzzy output into crisp data form.  

The most common method is a Centeroide Method or it is 

called Center Of Area (COA) [34]. 

 

                      COA= 
        

   

      
   

    

 

VII. CONCLUSION 

This paper aimed to propose a fuzzy based framework for 

effort estimation in agile software development. Therefore, the 

researchers studied many researches in the domain of effort 

estimation of agile software development either based on fuzzy 

logic or not. In addition, the researchers studied in detail the 

features of agile software development, story points, and fuzzy 

logic. Then, the researchers proposed a framework that is based 

on the fuzzy logic which receives fuzzy input parameters of 

story points, implementation level factor, friction factors, and 

dynamic forces. The proposed framework starts with inputs SP, 

ILF, FR, and DF. Then, these inputs are fuzzfied to obtain 

fuzzy sets using the triangular member function. Rule base 

includes a group of IF-Then rules that define the complexity 

and velocity fuzzy variables. The fuzzy inference system 

evaluates all rules of the rule base. The resulted fuzzy set is 

deuzzfied to a crisp value and then the complexity and velocity 

is calculated.  Finally, the effort is estimated using the resulted 

complexity and velocity.  

The researchers thought that the utilization of fuzzy logic 

and story point in the proposed framework may help in 

producing an accurate estimation of effort. The researchers 

designed the proposed framework using MATLAB to make it 

ready for later experiments using real data sets. 

VIII. FUTURE WORK 

The ideas that are expected to be focused in the future 

include: 

 Applying the proposed framework in this paper using real 

data set from software projects and comparing the results 

with other results produced from different techniques. 

 Enhancing the framework using the results of the 

application. 

 Utilization of COCOMOII to enhance the proposed 

framework 
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Abstract—Even though virtualization provides a lot of advantages 
in cloud computing, it does not provide effective performance 
isolation between the virtualization machines.  In other words, 
the performance may get affected due the interferences caused by 
co-virtual machines.  This can be achieved by the proper 
management of resource allocations between the Virtual 
Machines running simultaneously.  This paper aims at providing 
a proposed novel architecture that is based on Fast Genetic K-
means++ algorithm and test results show positive improvements 
in terms of performance improvements over a similar existing 
approach. 

Keywords- Virtualization, Performance, Performance 
Interference, Scheduling Algorithm, Throughput 

I.  INTRODUCTION  

In the recent era, virtualization technology provides the 
advantages in the form of better manageability, optimistic 
provisioning and minimizing the cost in current cloud 
computing environments.  

Virtualization allows sharing of server resources on-
demand thereby creating new business opportunities.  This 
leads to developments of new delivery models for a wider set 
of enterprise services. Thus, virtualization is a key enabling 
factor not only for Cloud Computing but also for utility 
computing paradigm [2][16]. However, virtualization may also 
lead to the contention of shared resources on each platform 
between virtual machines (VMs) involved which needs to be 
addressed. 

Virtualization technology enables diverse applications to 
run in the isolated environments by creating multiple VMs on a 
single physical machine and managing resource sharing across 
VMs by virtual machine monitor (VMM) technology.  

VMMs or hypervisors from VMware™, Xen™ 
community, Microsoft™ and others manage the VMs  running 
on a single platform and ensure that they are functionally 
isolated from one another as shown in Fig. 1.1 [5][16]. 

 

Fig. 1.1 Virtualized cloud environment. 

   The VMM is responsible for allocating basic resources such 
as CPU cycles, memory capacity, disk and network I/O 
bandwidth. At a high level, allocating a specific share of 
physical resources to a VM results in a specific performance 
that is measurable using certain performance metrics such as 
response time and/or throughput. However, as all VMs share 
the same physical resources, they also mutually influence each 
other’s performance. According to X. Pu et al. [5], VMMs 
(hypervisors) have the abilities to slice down resources and 
allocate the shares to different VMs where the applications 
running on one VM may still affect the performance of 
applications running on its neighborhood VMs.  
 

However virtualization provides features such as security, 
fault and environment isolations, it does not help in offering 
performance isolation between VMs in an effective manner.  Y. 
Koh  et al. [3],  describes that a user running the same VM that 
belongs to the hardware but at different times will realize wide 
disparity in performance based on the work carried out on other 
VMs on that physical host.   

 
It is essential to develop architectural techniques that ensure 

appropriate sharing of resources allocated to VMs running 
simultaneously based on their importance or their behavior. 
Effective management of virtualized cloud environments 
introduces new and unique challenges, such as efficient CPU 
scheduling for VMs, effective allocation of VMs to handle both 
CPU intensive and I/O intensive workloads. Based on this, 
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many novel scheduling algorithms can be thought of. These 
algorithms may have their primary objectives as either of 
minimizing the negative impacts of co-located applications or 
improving the overall system performance [4][1]. Ron C. 
Chiang et al. in [1] discusses about how the system can make 
optimized scheduling decisions that lead to significant 
improvements in both application performance and resource 
utilization. 
  

According to Ron C. Chiang et al. in [1], K-means 
algorithm neither guarantees to converge to a global minimum 
nor to achieve the best optimal solution available. Genetic 
Algorithm (GA) is used for the purpose of finding the global 
minima [14]. Ron C. Chiang et al. [1] proposed the K-means++ 
algorithm to make a good choice of initial k centers to replace 
K-means algorithm that is designed to pick points that are far 
away from each other.  Instead of choosing the point farthest 
from chosen points, k-means++ pick each point at random with 
probability proportional to the squared distance. Thus k-
means++ is combined with genetic algorithm to find optimized 
solution.  
 

This motivates us to propose Fast genetic k-means++, a 
scheduling algorithm to improve the performance in the 
virtualized environments. It is implemented by conducting a 
comprehensive evaluation with a variety of cloud applications 
to measure the performance in terms of application throughput, 
runtime and cost. 
 

Fast genetic k-means++ algorithm, aims at improving the 
performance by scheduling the task to various VMs with 
minimized interference effects from co-located applications.  It 
helps to reduce the runtime and improve the I/O throughput for 
data-intensive applications in a virtualized environment. When 
the task arrives, the scheduler proceeds with generating number 
of possible assignments of the same based on the incoming 
tasks and list of available VMs. Then the scheduler makes the 
decision for scheduling and assigning the task to different 
servers based on the predictions. 
 

This paper is organized as follows, section 2 provides the 
related work, section 3 explains the proposed methodology and 
experimental results are discussed in section 4. Section 5 gives 
the conclusion with future work.. 

II. RELATED WORK 

X. Pu et al.. [5] focus on performance interference among 
VMs running the network workloads in virtualized 
environments. In their work, system-level characteristics are 
considered as metrics to identify the impact of running 
different combinations of workloads of different file sizes on 
the aggregate throughput.  Extensive experiments are 
conducted to compare and understand better the combination of 
different workloads and the multiple factors that may cause 
performance interferences. However, the above work does not 
describe how to mitigate the I/O interference for data-intensive 
applications. There are several studies to evaluate the 

performance degradation of VMs due to interference which are 
illustrated in [7][3]. Although these studies aim at proposing 
different types of benchmarks to identify the VM interference 
but they do not explain how to mitigate the interference effects.  

 
D. Novakovic et al.  proposed DeepDive, a system for VM 

migration [19]. DeepDive identifies interference-inducing VM 
and shifts VM to destination physical machine on which least 
interferences are reported. In contrast to DeepDive, in our 
proposed work, placement of task in appropriate VM alone is 
considered rather than VM placement itself in order to reduce 
the interferences.  

 
Recently, Paragon [20], proposed test benchmarks to 

identify sources of interferences and their impact on co-located 
applications. Paragon uses previously scheduled applications to 
identify the best placement for new application with respect to 
interference in place of profiling. Our proposed work is 
analogues to Paragon [20] as  for as the placement of 
application is concerned. However, Paragon [20] classifies and 
schedules the application on the proper hardware platform in a 
way that minimizes interference rather than scheduling the 
applications in a VM.   

 
Altino Sampaio et al. have proposed new algorithms to 

dynamically schedule VMs to minimize the performance 
interference due to hardware resources such as  last-level 
cache(LLC) sharing [19]. In this approach, the aim is to 
maximize the rate of completed tasks by constructing 
performance-efficient computing environments that react to 
performance degradation arise from sharing of LLC memory. 
And Q-clouds [18], a QoS-aware control framework developed 
to mitigate performance interference effects. It uses a multi-
input multi-output (MIMO) model that tunes resource 
allocations to capture the performance interference in a 
virtualized environment. But, Q-Clouds focuses only on the 
CPU bound workload. In contrast to the above studies [19], 
[18], though the cloud applications are data centric, it is 
essential to address the challenges of the I/O interference when 
running data-intensive applications in virtualized environments.  
Thus our work focuses on data-intensive applications. 

 
TRACON framework is proposed by Chiang et al.. [1] with 

the aim of mitigating the interference effects from co-located 
data-intensive applications, and thus improving the overall 
system performance. It is composed of an interference 
prediction component, an interference-aware scheduler, and 
task and resource monitors. K-means++ algorithm is 
implemented in interference-aware scheduler to schedule the 
task in suitable VMs in a virtualized environment. According to 
Ron C. Chiang et al. in [1], K-means algorithm neither 
guarantees to converge to a global minimum nor to achieve the 
best optimal solution available. Genetic Algorithm (GA) is 
used for the purpose of finding the global minima [14]. Ron C. 
Chiang et al. [1] proposed the K-means++ algorithm to make a 
good choice of initial k centers to replace K-means algorithm 
that is designed to pick points that are far away from each 
other.  Instead of choosing the point farthest from chosen 
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points, k-means++ pick each point at random with probability 
proportional to the squared distance. Thus k-means++ is 
combined with genetic algorithm to find optimized solution. 
Our proposed work extends this phenomenon by proposing a 
fast-genetic k-means++ algorithm which is a combination of 
genetic algorithm with k-means++ to make the optimized 
decisions in order to improve the overall performance. 

III. PROPOSED WORK 

In the proposed work, fast genetic k-means++ is used as a 
scheduling algorithm to improve the application performance 
in a virtualized environment. Levenberg-Marquardt method 
[17], a non-linear model is used to find the optimal solution in 
predicting the performance. Fast genetic k-means++, a 
scheduling algorithm is implemented to measure the 
performance in terms of application throughput, runtime and 
cost and the progress in the performance results are shown in 
section 4. 

A. Terms Used 
1) Interference Prediction Model: The interference 

prediction model infers the application performance from the 
resource consumption observed from multiple VMs. In the 
proposed work, interference prediction model is constructed 
using five parameters (controllers) including CPU utilization in 
VMM, CPU consumption from data processing of application, 
I/O request, cost and job /cloudlet  These parameters are used 
to read and write throughput, to measure I/O workload from 
target application in terms of number of requests per second in 
order to model the CPU consumption from data processing of 
the application. The parameter CPU utilization is used to 
increase the accuracy for a virtualized environment. 

 
a) Non-linear Model: According to Ron C. Chiang et al. 

[1], the prediction accuracy in linear model is mostly at par 
with weighted mean method, thus it cannot be taken as best fit 
for the observed data.  It is essential to opt for an alternative to 
linear model and weighted mean method leads us to explore the 
nonlinear models, in particular with the degree of two that is, 
quadratic models.  

 
The non-linear model is constructed using Levenberg-

Marquardt (LM) Method [17]. It is a combination of two 
minimizing techniques namely gradient descent method and 
gauss-Newton method. The LM method adaptively varies the 
parameter updates between the gradient descent update and the 
Gauss-Newton update, 

                      (1) 
     From the equation, if the parameter  assumes a small value, 
then it results in a Gauss-Newton update and if a large value 
then it takes gradient descent update.  
 
     After the above update of the relationship, LM algorithm 
becomes 

            (2) 

     This algorithm is used to update the parameters in order to 
obtain optimal solution in virtualized environment.  This 
provides best prediction accuracy for the nonlinear models  

 

 

 

 

 

                    (3) 
     The above equation is given for two VMs VM1 and VM2, 
each one of them can be assigned with one application. Each 
model of the proposed system architecture relates to five key 
parameters for individual VMs, thus resulting in ten variables 
in both VMs together. N is the response variable representing 

the run time and ,  are the controlled 
variables representing the application characteristics on VM1 
and VM2. 

 
2) Model training and learning : Interference profile is 

generated by running the given application on one VM while 
the remaining VMs will be executing various workloads in the 
background where n VMs are involved. This profile has a 
collection of data on interference effects under different 
background workloads. This approach supports online learning 
of interference prediction model that is dynamically modified 
and monitored for different applications in the cloud platform. 

 
3) Interference-Aware Scheduling(IAS): IAS is proposed 

for scheduling the task to various VMs with minimized 
interference effects from co-located applications.  It aims to 
reduce the runtime and improve the I/O throughput for data-
intensive applications in a virtualized environment.  In the 
proposed work, fast genetic k-means++ algorithm is used for 
the purpose of improving the performance in the cloud 
environment.  When the task arrives, the scheduler proceeds 
with generating number of possible assignments of the same 
based on the incoming tasks and list of available VMs. Then 
the scheduling process takes place by assigning the task to 
different servers based on the predictions. 

 

B. Fast genetic k-means ++algorithm (FGKA++) 
Fig.1 (a) shows the flow of FGKA++ algorithm which 

starts with the initialization phase, generating the initial task . 
The task in the next generation  is obtained by applying the 
following genetic operators sequentially: the selection, the 
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mutation and the K-means++ on the current task Pi. The 
evolution takes place until the termination condition is 
successfully reached. The algorithm in pseudo code 
representation is shown in Fig.1 (b) 
 

 

Fig. 1 (a) Flow-chart of FGKA++ algorithm 

 

Fig. 1 (b) Pseudo code of FGKA++ algorithm 

     K-Means algorithm (KMA) provides a method of cluster 
analysis which aims at portioning of n observations into k 
clusters. Each of the observation belongs to a cluster with the 
minimum distance between cluster centre and the observation 
point. It is done iteratively so that the observation point is at 
least distance from the centre of cluster. The mean distance 
between the cluster centre and observation is minimized during 
this iteration process.  

 
     The main limitation with the KMA is that, it neither 
guarantees to converge to a global minimum nor to achieve the 
best optimal solution available. Since stochastic optimization 
approaches are good at avoiding convergence to a local optima, 

these approaches could be used to find a globally optimal 
solution. Genetic Algorithm (GA) is used for the purpose of 
finding the global minima [13].  

 
     K-means algorithm is designed to pick points that are far 
away from each other.  To overcome this drawback, Ron 
C.Chiang et al. [1] proposed the K-means++ algorithm to make 
a good choice of initial k centers. Instead of choosing the point 
farthest from chosen points, k-means++ pick each point at 
random with probability proportional to the squared distance. 

 
Thus k-means++ is combined with genetic algorithm to find 

optimized solution.  The genetic operators used in this 
approach are the selection, the distance based mutation and the 
k-means++ operator are explained below.  

1) The Selection Operator: The task of the next generation 
is determined by P independent random processes. Each 
process randomly selects a solution from the current task 

 according to the probability distribution, 
 defined by  

                      (4) 

where  denotes the fitness value of solution . 

2) The Mutation Operator: The mutation operator 
performs the function of shaking the algorithm out of a local 
optimum, and moving it towards the global optimum. During 
the mutation, for  
simultaneously.  is a cluster number randomly selected from 

 with the probability distribution  defined 
by 

                      (5) 
where  is the Euclidean distance between pattern  
and the centroid  of the  kth cluster, and  

 
If the kth cluster is empty, then  is defined as 0. The 

bias 0.5 is introduced to avoid divided by- zero error in the case 
that all patterns are equal and are assigned to the same cluster 
in the given solution.  

Initially, the above mutation operator ensures that an 
arbitrary solution, including the global optimum, might be 
generated by the mutation from the current solution with a 
positive probability. Second, it encourages that each Xn is 
moving towards a closer cluster with a higher probability. 
Third, it promotes the probability of converting an illegal 
solution to a legal one. 

 
3) K-Means++ Operator: In order to speed up the 

convergence process, one step of the classical K-means++ 
algorithm, which we call K-means++ operator is introduced. 
Given a solution that is encoded by b1…bN, we replace bn by 
bn’ for n=1,…,N simultaneously, where bn’ is the number of 
the cluster whose centroid is closest to Xn in Euclidean 
distance. 

START 

INITIALIZATION

FITNESS EVALUATION 

SELECTION 

MUTUATION 

KMEANS ++ ALGORITHM-CROSSOVER 

TERMINATION OF 
FGKA++ 

STOP 

NO 

YES 
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IV. EXPERIMENTAL RESULTS AND DISCUSSIONS  

In the proposed work, performance is evaluated for own 
cloud application. The proposed algorithm is compared with K-
means ++ algorithm [1] by measuring the performance based 
on cost, throughput and execution time. In order to generate a 
more realistic workload, we randomly choose the datasets, data 
sizes, and number of processes. The comparison result shows 
the improvements in the performance of virtualized 
environment. 

A. Experimental Setup 
Fast genetic k-means++ algorithm is executed on different 

file types such as pdf, image and text files.  The computer 
hardware used for the implementation is of Intel Core2 duo 
CPU with 3.40 GHz speed, 4GB RAM size and 500 GB hard 
disk capacity.  The software tools consist of Java as 
programming language in simulator, Mysql as database and 
Cloudsim for simulating the virtualized environment. 

B. Performance Evaluation 
Fast genetic k-means++, scheduling algorithm implemented 

for scheduling and assigning the tasks to appropriate VMs. 
When the task arrives, the scheduler proceeds with generating 
number of possible assignments of the same based on the 
incoming tasks and list of available VMs.  Then the scheduler 
decides the scheduling and assigning the task to different 
servers based on the predictions. Thus, the assignment of tasks 
to suitable VMs with minimum CPU utilization time is 
experimented on fast genetic k-means++ and k-means++ 
algorithm and shown the results in Table 1. 

 
Table 1.Scheduling tasks to VMs with CPU utilization on 

different scheduling algorithms 

 
 

       The application throughput is defined as the number of 
tasks completed in a given period of time. The normalized 
application throughput is measured for scheduling methods. 
Fast genetic k-means++ algorithm achieves better throughput 
compared with k-means++ algorithm is shown in Table 2.  

Table 2: Throughput Comparison 

 

    
        The Throughput, running cost and the execution time 
taken by the cloud application are measured and the 
improvement in the performance is shown in Fig.2 &3. 
 

 
Fig. 2: Throughput Comparison 

 

 
Fig. 3: Comparison of Time and Cost 

 
     The cost required for the cloud application is measured 
based on time utilized in the cloud. The cost of the cloud can be 
controlled by performing the function with minimal running 
time. The cost is calculated as. INR 1 per second based on the 
usage.  Hence, the cost for k-means++ is  
whereas, the cost for the fast genetic k-means++ is 

.  Thus the proposed technique takes lesser 
time and lower cost while compared with existing technique 
and the overall cost depends on the cloud providers. Fast 
genetic k-means++ technique is compared with k-means++ for 
the same cloud data and the results are shown in Table 3.  

 
Table 3: Comparison of Time and Cost 
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V. CONCLUSION 

 The proposed architecture shows effective improvements 
in terms of throughput, time and cost measures.  It is believed 
that the proposed architecture would highly benefit 
architectures that use simultaneous running VMs without much 
performance interferences from others.  Our future work 
involves applying the architecture with new age file types and 
exploring different scheduling algorithms to further improve 
the performance in the virtualized environment. 
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Abstract—this paper provides the comprehensive review on JDl 

model in multi- sensor data fusion networks and its techniques 

and methods. Data fusion methods vary greatly depending on 

the type of problem and the surface to be integrated data. Two 

main motivations exist for using multiple sensors and combine 

the results of them. 1) Reduce errors and uncertainty in the 

measurements, 2) The use of multiple sensors to achieve a 

better estimate. With the data fusion of multiple databases, or 

multiple sensors and multiple natures, reduced uncertainty or 

ambiguity, and reduce complexities. The variety of models and 

architectures has been provided by researchers to combine 

sensor data for military and civilian applications. In this paper, 

we first defined the concept model, architecture and 

framework based on JDl model, and then states its techniques 

and methods. 

Keywords-component; data fusion techniques; JDL model; 

data fusion models; data fusion architectures 

I.  INTRODUCTION  

The main task of a battle management system, is 

integrating a floating sensor output data, target detection, 

diagnosis and management of a variety of weapons, targets 

and ultimately the decision is automatically installed on the 

vessel. 

  The heart of the battle management systems is data fusion 

system. Where the type and number of sensors and their 

reliability is very diverse and the sensors with 

heterogeneous output cannot overlap nor cannot 

independent or dependent. For increase the reliability of 

each of the parts of a battle management system use the 

fusion algorithms.  

Data fusion is the software sector of battle management 

system. Data fusion is the process of combing information 

from a number of different sources to provide a robust and 

complete description of an environment or process of 

interest. Data fusion is of special significance in any 

application where a large amount of data must be combined, 

fused and distilled to obtain information of appropriate 

quality and integrity on which decisions can be made. Data 

fusion finds application in many military systems, in civilian 

surveillance and monitoring tasks, in process control and in 

information systems. 

Data fusion methods are particularly important in the 

drive toward autonomous systems in all these applications. 

In principle, automated data fusion processes allow essential 

measurements and information to be combined to provide 

knowledge of sufficient richness and integrity that decisions 

may be formulated and executed autonomously [27]. 

Data fusion is often (somewhat arbitrarily) divided into a 

hierarchy of four processes. 

Levels 1 and 2 of this process are concerned with the 

formation of track, identity, or estimate information and the 

fusion of this information from several sources. Level 1 and 

2 fusion is thus generally concerned with numerical 

information and numerical fusion methods (such as 

probability theory or kalman filtering).  

Level 3 and 4 of the data fusion process is concerned 

with the extraction of “ knowledge ”  or decisional 

information. Very often this includes qualitative reporting or 

secondary sources of information or knowledge from human 

operators or other sources. Level 3 and 4 fusion is thus 

concerned with the extraction of high-level knowledge 

(situation awareness for example) from low level fusion 

processes, the incorporation of human judgment and the 

formulation of decisions and actions.  

This hierarchy is not, by any means, the only way of 

considering the general data fusion problem. It is perhaps 

appropriate for many military data fusion scenarios, but is 

singularly inappropriate for many autonomous systems or 

information fusion problems. 

The imposition of a “hierarchical”  structure to the 

problem at the outset can also serve to mislead the study of 

distributed, decentralized and network-centric data fusion 

structures. Nevertheless, the separate identification of 

numerical problems (tracking, identification and estimation) 

from decisional and qualitative problems (situation 

awareness, qualitative reporting and threat assessment) is of 

practical value [27]. 

This paper is organized as follows. Section II is 

concentrated for statement the concept of model, 

architecture and framework. Section III has explained data 

fusion models. This Section is focused on JDL data fusion 

model and its techniques and methods. Section IV presents 

the conclusion. 
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II. MODEL, ARCHITECTURE AND FRAMEWORK 

The conceptual organization of our collected knowledge 

regarding data fusion has taken many forms. As a result a 

potential confusion of terminology may arise. We shall 

therefore define a few terms to describe the way in which 

data fusion algorithms may be embedded in the context of a 

larger system. 

Three main organizational paradigms are currently in use 

for describing data fusion systems. These are: 

· Models 

· Architectures 

· Frameworks 

We shall describe each of these in turn, highlighting the 

main differences between them [5]:  

Model - we define a model, or more specifically a 

process model, to be a description of a set of processes. This 

set of processes should be undertaken before the system 

may be regarded as fully operational. As such it highlights 

the component functions which the system has but makes no 

statement regarding their software implementation or 

physical instantiation.  

Architecture – we define architecture to be the physical 

structure of the system. We make particular reference to the 

way in which data or information is communicated. 

Architecture includes the arrangement of the component 

parts, their connectivity and the data flows between them. 

The architectural description may be high level - data fusion 

systems which are described as centralized, hierarchical or 

distributed are classified by their architecture. It may also be 

specific - blackboard systems [25] and common object 

request brokering (CORBA) [26] are specific examples of 

distributed architectures. 

Framework – we define a framework to be a set of 

axioms and a reasoning system for manipulating entities 

based on those axioms. As such a framework provides us 

with a method of inference from a data-rich / information-

poor source to produce abstract concepts which are 

information-rich Examples of frameworks currently used in 

data fusion are probabilistic and evidential reasoning.  

The remainder of the paper will concentrate on JDL data 

fusion model. Architectures and frameworks are equally 

important but are left for future discussions [5]. 

III. MULTISENSOR DATA FUSION MODELS 

Data fusion has its roots in the defense research 

community of the early 1980’s. As a result the first data 

fusion models were either adapted from existing military 

oriented process models or were designed with a distinctly 

military flavor [4]. More recently the use of data fusion has 

broadened to include industrial, medical and commercial 

applications. More recent models have acknowledged this 

migration by reducing the military terminology. However, 

this still exists to some extent (and needs to be changed).  

Sensor network configuration, the display information 

and feedback within the network integration, some of the 

major issues in the implementation of a process model are 

considered. 

In Figure 1, a data fusion model is presented for use in 

various applications. The model in this paper is useful JDL 

data fusion systems are usually discussed in the context of 

the military. 

 

Figure 1.  Multi sensor Data Fusion Models  

A. The JDL Model 

In the JDL model, proposed by the US Joint Directors of 

Laboratories Data Fusion Sub-Group in 1985 [28] and 

updated in 1998 [23], the processing is divided into five 

levels as depicted in Figure 2. 

 

Figure 2.  The JDL data fusion model in 1998 [23] 

Level 0 – sub-object data assessment, is associated with 

pre-detection activities such as pixel or signal processing, 

spatial or temporal registration. 

Level 1 – object refinement is concerned with the 

estimation and prediction of continuous (e.g. location or 

kinematic) or discrete (e.g. behavior or identity) states of 

objects. 

Level 2 – situation refinement introduces context by 

examining the relations among entities such as force 

structure and communication roles. By aggregating objects 

into meta-objects an interpretation may be placed on the 

situation. 

Level 3 – implication refinement delineates sets of 

possible courses of action and the effect they would have in 

the current situation. This level also introduces the concept 

that the data fusion system may be operating in an 

adversarial domain. 

Level 4 – process refinement is an element of resource 

management and used to close the loop by re-tasking 

resources (e.g. sensors, communications and processing) in 

order to support the objectives of the mission. This model 

has been widely used by the US data fusion community and 

can now be regarded as the de facto standard for defense 

data fusion systems, at least in the US. Partly because of its 

popularity it is applied in a variety of ways [29] and not 
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always used appropriately. 

The goal of the JDL data fusion model is to facilitate 

understanding and communication among acquisition 

managers, theoreticians, designers, evaluators, and users of 

data fusion technology to permit cost-effect system design, 

development, and operation. 

The JDL model was never intended to prescribe a strict 

ordering on the data fusion levels. This was indicated 

diagrammatically by the use of an information bus rather 

than a flow structure. Nevertheless, data fusion system 

designers have consistently assumed this ordering. Clearly 

there is a need from users to have an ordering whilst the 

authors of the JDL model rightly defend the need for a 

model which admits systems of systems with different 

hierarchies at different levels. 

Process model [7] JDL, processes, functions, classes, 

different techniques, and special techniques are used to 

introduce the issue of integration. Figure 3 shows the basic 

model of the JDL. 

 

Figure 3.  The data fusion framework in JDL model 

Level 0: Sub-Object Assessment: The task of sub-object 

data assessment is to reduce the processing load of the 

fusion processes by pre screening and allocating data to 

appropriate processes.  

Level 1: Object Assessment: Level 1 try to combine 

sensor data to achieve a more accurate and reliable position, 

velocity, properties, and the identity of the individual 

objects. This level combines local, parametric, and identity 

information to obtain representatives of individual objects. 

This level performs data alignment (transformation of 

data to a consistent reference frame and units), association 

(using correlation methods), tracking actual and future 

positions of objects, and identification using classification 

methods.  

The overview in data fusion process in this level is in 

Figure 4.  

 

Figure 4.  The data fusion process in Level 1 

In Figure 5, various techniques have been reviewed to 

identify targets: statistical pattern recognition methods, the 

bayes estimation method, Dempster- Shafer evidence 

theory, fuzzy integral theory and neural network approach. 

In general, there are a variety of methods for data fusion 

that are classified as follows [21]: 

1. The data fusion techniques that reduce data dimension, 

such as principal component analysis (PCA), sammon 

mapping, artificial neural networks (ANNs) and data 

clustering.  

2. The direct fusion techniques, such as simple averaging 

techniques and estimation techniques such as the 

family of kalman filtering or partial filters and neural 

networks. 

3. The feature fusion techniques such as neural networks, 

clustering, statistical classifiers, support vector 

machine (SVM) and methods of mapping. 

4. The decision fusion techniques include weighted 

voting, consensus and etc., methods based on artificial 

intelligence and inference methods based on 

probabilities such as Bayesian or based on belief and 

possibility such as demster- Shafer. 

Using of the common algorithms in target identification 

like Dempster- Shafer and Bayesian is very difficult in 

problem that sensors used in the system not independent or 

reliable information fusion is not enough [23]. As a result, 

these methods produce a large error by the complexity of the 

system and more sophisticated system or violent battle field. 

In such circumstances, and especially during the phase of 

incomplete data, produces better results. 

 

 

Figure 5.  The different methods for target identification in JDL Level 1  

Dempster- Shafer theory is for use in decision fusion 

that, in the 1990s as a safe and reliable method and as a 

special case of the Bayes filter was proposed. The weakness 

of this method is that data sources have a huge contradiction 

to each other and the similarity of the data production is 

low.  

In the problems of multi-sensor estimating, it is required 

that a large number of measurements assigned to related 

states.  In Figure 6, the various methods of data assignment 

are listed. 
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Figure 6.  The different methods for target assignment in JDL Level 1  

The sensor output in some cases is Measurement and in 

some cases to the Track. There are two common methods 

for calculating the data to data acquisition, the data 

appointment of probabilistic methods (family JPDA) and 

methods of multi hypotheses (MHT). In MHT method, 

production, evaluation and selection hypotheses are the most 

problems, while probabilistic methods are considered gating 

algorithms and are used on similar approach to their nearest 

neighbors. 

In estimation and target tracking, there are traditional 

systems based on the use of probability-based methods such 

as Kalman filter family and particulate filters, while the new 

systems are used methods of based on finite set theory such 

as the family of probability density filter (PHD). The 

advantage of PHD filter compared to traditional forms is 

better answers and faster convergence toward similar 

situation. The methods such as Dempster-Shaffer and 

Dizert-Asmarendakh are used as combining the decision 

results in tracking part. Some of the conventional methods 

of estimation and tracking problem solving are given in 

Figure 7. 

 

Figure 7.  The different methods for target tracking in JDL Level 1  

The Most perfect of data fusion process in JDL model is 

Level 1. This means that this level is using for positioning, 

velocity, profile, and the object identity. The conventional 

methods that used in JDL model has mentioned TABLE I. 

 

TABLE I.  THE TECHNIQUES OF ONE LEVEL OF JDL MODEL 

 

The challenges and limitations contained in Level 1 are 

busy goal environments, targets with quickly maneuver, 

releasing a complex signals, sensor correlated observations, 

noise and clutter background, multi-streaming 

environments, environments with interference channel, 

automatic detection of content data and data aggregation 

kinetics and identity. 

Level 2: Situation Assessment: Situation Refinement 

attempts to develop a description of the relationship between 

objects and observed events. This level attempts to construct 

a picture from incomplete information provided by level 1, 

to relate the reconstructed entity with an observed event.  

Situation assessment are used of the knowledge-based 

algorithms such as rule-based expert systems, fuzzy logic, 

knowledge-based systems (KBS), neural networks, 

dynamics Bayesian networks (DBN) and Dempster-Shaffer 

network (DSN). These algorithms are not yet evolved. The 

main challenge in this area is to collect a series of 

knowledge-based framework, documents, and other ways to 

convey information about the evaluation conditions. 

Unfortunately, existing inference models to mimic human 

performance in this area are basic models. More research is 

needed to obtain reliable knowledge-based systems in large 

areas, to assess the situation created automatically. The new 

trends that can be used are fuzzy logic and hybrid structures. 

Some of the common algorithms in this area are shown in 

Figure 8. 

The challenges and limitations contained in Level 2 are 

inefficient primitive Prototypes, lack of tests on scale field 

models, the difficult development of knowledge-based 

methods and the lack of law mechanism for data fusion 

testing and evaluation. 

 

 

Figure 8.  The techniques of JDL Level 2  
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Level 3: Threat Assessment: Threat assessment can be one 

of the most crucial stages of the battle management system 

in data fusion. An incorrect threat assessment can cost the 

loss of some features or even threaten the life. A large 

number of articles and research from 2001 onwards was 

devoted to it. It would coincide with the relative maturity of 

the methods and data fusion algorithms at low levels, 

namely the situation assessment [9-13]. 

Threat Refinement Based on a priori knowledge and 

predictions about the future situation this processing level, 

tries to draw inferences about vulnerabilities and 

opportunities for operation. This level interprets the results 

from level 2 in terms of the possible opportunities for 

operation. It analyses the advantages and disadvantages of 

taking one course of action over another. The threat 

assessment consists of several consecutive steps: 

a) Threat Estimation  

Threat estimation monitor target threat value from three 

aspects: time and opportunity to destroy by enemy and the 

amount of space and target near time to hypothetical 

situation from a certain perspective for example itself 

floating [14-17]. 

This step requires data such as speed, distance, closest 

point of approach (CPA) to enemy and time to reach it. A 

variety of methods have been developed by researchers that 

are weighted the data. The overall goal, to derive the threats 

that may be misleading, for example, targets to their own 

direction is not to itself float. Targets are not offense 

intended goals or are not considered due to their low speed. 

b) Ability to enemy destroys, and analyzes its weapons 

To accomplish this task, a very complete database is 

required to calculate and evaluate some of the steps in the 

following possible actions: 

1. The similarity of the same threats, using an algorithm 

such as Dempster- Shaffer is achievable. 

Characteristics and abilities identified targets linked 

to the richness of the database. 

2. Calculate the arrival time of the most threatened 

(high range) of the enemy's weapons to itself vessel, 

assuming a constant velocity target.  

3. Calculate the time to reach the most threatened (high 

range) floating weapons 

To answer the above cases, the following data are 

needed: the similarity of threats, the similarity of weapons 

that are more threaten, weapon speed, maximum range of 

the weapon, weapons type (missiles, torpedoes, or 

otherwise), the ability of weapons (anti-surface or under-

surface or air). 

c) Target Intent  

Intent assessment is the most challenging issues in this field. 

The models and scenarios for the assessment of enemy and 

friendly units responded to the doctrine of probable enemy 

in war, one of the new issues and developing that it demands 

programming algorithms such as game theory. Also, the 

difficult deduce of conditions with rapid change is one of 

the appropriate fields in this area. 

d) The involvement Design 

Finally, after the previous steps and gather the necessary 

information review the conflict design with the enemy ships 

and weapons assignment to them with the priority level of 

each target threat to own float. 

There are varieties of methods for threat assessment in 

data fusion. They are such as neural networks, fuzzy logic 

and Bayesian belief networks. Some of the most widely 

methods used in this area is shown in Figure 9.  

The challenges and limitations contained in Level 3 are 

similar to level 2 including of inefficient primitive 

Prototypes, lack of tests on scale field models, the difficult 

development of knowledge-based methods and the lack of 

law mechanism for data fusion testing and evaluation. 

 

 

Figure 9.  The techniques of JDL Level 3  

TABLE II shows the functions, processes and necessary 

techniques to conduct a threat assessment in the third level 

of JDL model. 

TABLE II.  THE PROCESSING FUNCTIONS AND THRAET ASSESSMENT 

TECHNIQUES IN JDL MODEL  

 
Figure 10 depicts the different entities associated with 

threat assessment and the relationships between those 

entities. The proposed taxonomy consists of a high-level 
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threat that is composed of one or more threat signatures. 

A threat signature is an attribute or property of the threat 

that is detectable. A threat observable is an embodiment of 

the threat signature that reveals the presence of the 

signature. While the terms signature and observable are 

more typically associated with the physical characteristics of 

an object, we extend this language to include nonphysical 

observables as well. In threat assessment, the detection of an 

observable such as the frequency of a term/phrase in a 

collection of documents may be as significant as detecting 

the density of a material. 

Both the physical and non-physical signatures of threats 

are treated equally in the threat taxonomy. Its structure does 

not attempt to convey significance of each threat signature, 

as that is handled through the Threat Assessment Engine 

[22]. 

 

Figure 10.  Threat Classification 

Level 4: Process Refinement: Level 4 is call processing to 

monitor the whole process of data fusion, to evaluate and 

improve the performance of real-time systems. Process 

Refinement is a process concerned with other processes. 

The three key functions are: 

- Monitor the real-time and long-term data fusion 

performance. 

- Identify information required to improve the multi-

level data fusion. 

- Allocate and direct sensors and sources to achieve the 

mission goals.  

The techniques JDL models in level 4 are shown in figure 

11. 

Level 4
Process Control

Process Evaluation

Mission Management

Source Requirement 

Determination

Execution & 

Evaluation Creteria

Utility Theory

Evaluation Criteria(MOE) & 

Operational Criteria(MOP)

 
Figure 11.  The techniques of JDL Level 4  

TABLE III shows briefly the conventional methods in 

two, three and four level of JDL data fusion model. 

TABLE III.  THE TECHNIQUES OF 2, 3 AND 4 LEVEL OF JDL MODEL  

 
Data Management System: this system is for storage and 

retrieval of pre-processed data and human-computer 

interaction. Its task is to monitor, evaluate, add, update and 

provide information for the fusion processes. 

Human-computer Interaction: This part provides an 

interface for human input and communication of fusion 

results to operators and users. Some of the problems of JDL 

model include: 

- Lack of attention to the problems of combining 

multiple images. 

- Lack of support for multi-section sensors.  

In this model, zero-level was interpreted as the features 

object assessment level that estimation and prediction signal 

or object is done it. 

In 2003, Mr. Blasch and Plano presented DFIG model 

for the development of JDL model. Accordingly, level 5 

name user refinement that is related to a combination of 

human interface and process control information is added to 

the JDL model levels. So, the levels of 0 to 3 are the 

previous four levels and the levels of 4 and 5 are developed 

as the two new surfaces. Level 4 in resource Management 

and Level 5 in human-machine interface functions are 

defined. Figure 12 illustrates this model [24]. 

 

Figure 12.  User data fusion model 

Based on user fusion model, DFIG model is designed 

with the aim of separating the between data fusion and 
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management functions. Management functions are divided 

into three sections sensor control, placing the platform and 

user choice for achieving mission objectives. Figure 15 

shows the model. 

 

Figure 13.  DFIG model 

Level 2 includes tacit functions which are inferred from 

level 1 explicit representations of object assessment. Since 

the unobserved aspects of the SA problem can not be 

processed by a computer, user knowledge and reasoning is 

necessary. The current definitions, based on the revised JDL 

fusion model [5], include [24]: 

• Level 0 − Data Assessment: estimation and prediction 

of signal/object observable states on the basis of 

pixel/signal level data association (e.g. information 

systems collections); 

• Level 1 − Object Assessment: estimation and 

prediction of entity states on the basis of data 

association, continuous state estimation and discrete 

state estimation (e.g. data processing); 

• Level 2 − Situation Assessment: estimation and 

prediction of relations among entities, to include force 

structure and force relations, communications, etc. 

(e.g. information processing); 

• Level 3 − Impact Assessment: estimation and 

prediction of effects on situations of planned or 

estimated actions by the participants; to include 

interactions between action plans of multiple players 

(e.g. assessing threat actions to planned actions and 

mission requirements, performance evaluation); 

• Level 4 − Process Refinement (an element of Resource 

Management): adaptive data acquisition and 

processing to support sensing objectives (e.g. sensor 

management and information systems dissemination, 

command / control). 

• Level 5 − User Refinement (an element of Knowledge 

Management): adaptive determination of who queries 

information and who has access to information (e.g. 

information operations) and adaptive data retrieved 

and displayed to support cognitive decision making 

and actions (e.g. human computer interface). 

• Level 6 − Mission Management (an element of 

Platform Management): adaptive determination of 

spatial-temporal control of assets (e.g. airspace 

operations) and route planning and goal determination 

to support team decision making and actions (e.g. 

theater operations) over social, economic, and political 

constraints.   

 

IV. CONCLUSION 

The goal of the JDL data fusion model is to facilitate 

understanding and communication among acquisition 

managers, theoreticians, designers, evaluators, and users of 

data fusion technology to permit cost-effect system design, 

development, and operation. It should be emphasized that 

the model was conceived as a functional model, not as a 

process model or as an architectural paradigm.  

The JDL model has Generic Architecture. A generic 

architecture gives an outline how to implement an 

application, but for example does not specify which 

operating system, hardware, communication system or 

database should be used. 

Achieve a comprehensive understanding of the methods 

and algorithms used for data fusion is one of the necessary 

steps for the practical implementation of this model. 

In this paper, JDL data fusion model is fully described 

and its processing levels were discussed. An overview of the 

methods and algorithms of processing was done and new 

models are introduced to correct existing deficiencies in the 

model.  
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